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PaGouast nmporpamMmma AUCIUIUIMHBI 0J100peHa:
Ha 3acenanuu kadeapsl opuaudeckux auciuiuind ¢unnana JII'Y B r. Xacasropre
npoTokoa No_7 oT « 25 » MapTa 2021 rona.

3aB. kadeapoii P.M.KacymoB
(moamucek)

Ha 3acelaHuu ydyeOHo-meTonuuyeckor komuccuu ¢unumana JAI'Y B r. Xacasropre
npoTokoa No_ 7 oT « 25 » MapTa 2021 rona.

[Ipencenarens A. M. Illax6anoB
(moamucek)




AHHOTanus padoyeit nporpammsbl «IIpaBoBbie 0CHOBbI HH(POPMAIITHOHHOM

0e301MacHOCTH»
JNuctnumuinaa  «lIpaBoBbie  OCHOBBI MH(OPMAIIMOHHOM  O€30MMacHOCTHY
SABJISIETCA ~ JUCHMIUIMHOW — Monayns  MHQopmarimoHHBIE — TEXHOJOTHH u

uHpopmalmoHHas 6€30MacHOCTh 00pa30BaTEIbHONM MPOrpaMMbI OakazaBpuaTa mo
Hanpasienuto 40.03.01. — FOpucnpyneHuusi.

Jucuunnuna peanusyercs kKadeapon IOpUInIECKUX TUCITUTUINH.

CopepxaHue NUCUUIUIMHBI OXBAaThIBAE€T KPYr BOIMPOCOB, CBS3AHHBIX C
M3YYEHHEM OCHOBHBIX IOHATHUM, KATETOPUI, KOHUEILINMI, TEOPHU, CYIIECTBYIOIINX
B OTpaciu MHGOPMAIMOHHOTO IpaBa, PaCCMAaTPUBAECTCS COJEP)KaHUE OCHOBHBIX
HOpPM TIpaBa B OTpacid HHPOPMAIMOHHOTO TMpaBa, OCHOBHBIE YIPO3BI
MH(OPMAIMOHHOW 0€30IaCHOCTH, aKTyaJbHbIE CIIOCOOBI 3allUThl WH(pOpMaLUH,
BU/JIbI TaliH, 3aIUIIAEMbIX 3aKOHOM.

JucuuniauHa HauejaeHa Ha (OPMUPOBAHME CIENYIOIMIMX KOMIETEHLIUN
BhITyCKHUKA: nipodeccuoHanbubix — OK-3, OK-4, T1K-15, [T1K-16.

[IpenogaBanue AUCHMIUIMHBL NPEIyCMAaTPUBACT IPOBEJICHUE CIEAYIOLINX
BUJIOB YYEOHBIX 3aHATUH: JIEKUUH, NPAKTUUYECKHE 3aHATHUS, CaMOCTOSITEJIbHAs
pabora.

PabGouass nmporpamMmma JAMCHMIUIMHBI — IPEIyCMAaTpPUBAET
UTOTOBOT'O KOHTPOJISI YCTIEBAEMOCTH B (hopMe 3aueTa.

O0beM AUCHMITTUHBI 2 3a4€THBIC €AUHMIIBI, B TOM YKCIIE B aKaJeMHUYECKIX
gacax 10 BHJiaM Y4COHBIX 3aHATHI (2 3aueTHBIC SAWHMIIBI, /2 Jaca).

MIPOBEJICHHE

Ounas dpopma

Cemectp | Bcero Y4eOHbIe 3aHATHUS dopma
B TOM YHUCIJIE! IIPOMEXKYTOUHOI
KonrakTHas pabota 00yJalomuxcs ¢ npernoiaBareineM arrectatun
U3 HUX CP
Jlexum | Jlaboparopusie | IIpaktudeckne | Koncymprammm
3aHATHS 3aHATHSA
6 72 14 - 12 - 10 3auer
OunHo-3a04Has popma
Cemectp | Bcero YueOHble 3aHATHS dopma
B TOM YHCIIE MIPOMEXKYTOUHOH
KonTtakTHas paboTta 00ydaromuxcs ¢ IpernogaBaTeIeM aTTeCTaluu
W3 HUX CP
Jlexnuu | Jlaboparopusie | Ilpaktrueckue | Koncymbranuu
3aHATHS 3aHSITHUS
8 36 12 - 12 - 12 3ayer




1. Ileau ocBOeHUSsI AMCHMILJINHDI.

Ocno6Holi  yenblo TUCUUIUIMHBL  SBJIIETCS O3HAKOMJIEHHE CTYJIEHTOB C
TEHACHLIUEN pa3BUTHS NH)OPMALIMOHHON 0€30I1aCHOCTH, ¢ MOJEISIMU BO3MOXKHBIX
yrpo3, TEPMHUHOJIOTMEM U OCHOBHBIMU IOHATHSIMH TEOpUH O€30MacHOCTU
uHpOpMalluy, a TaK )K€ C HOPMAaTUBHBIMM JOKyMeHTamu Poccuu, mo JaHHOMY
BOIPOCY U MPaBUJIAMU MOJIYYEHHUS] COOTBETCTBYIOLINX JIULICH3UI.

Wzyuenne  muctumiubbel  «[IpaBoBble  OCHOBBI ~ HH(OPMAIIMOHHOM
0€30IMacCHOCTY HAIMPABJICHO HA PEUICHUE CIEIYIOIUX 3a0ay.:

MOJIyYeHUs] CTYJEHTaMW 3HAaHMA M0 CYHIECTBYIOUIUM Yrpo3am
Oe3omacHoCTH MH(POPMAIUK, TOJ00PY U MPUMEHEHHUIO COBPEMEHHBIX METO/IO0B U
C0c000B 3alUTHl HHPOPMAIUH;

(opMHpOBaHUWE HABBIKOB, HEOOXOJMMBIX CTYIAEHTaM [0 3allUTe
uHGOpMaIlMU U aIMUHUCTPATOPaM JIOKAJIbHBIX CETEH.

2. MecTto nucuuiinnbl «IIpaBoBbie 0CHOBBI HHPOPMAIIUOHHOT
0€30aCHOCTH» B CTPYKTYpPe OCHOBHOM MPo(hecCHOHAIbHOI 00pa3oBaTeILHOM
NnporpaMmsl 0aKajiaBpuara.

Huciunnuaa «lIpaBoBeie  OCHOBBI MH(OPMAIIMOHHOM 0O€30MaCHOCTH»
SBJISIETCS JUCIUIUIMHON 1O BBIOOPY BapUaTUBHOM YacTH 00pa3oBaTeIbHOM
nporpaMmmbl OakanaBpuata o Hampasienuto 40.03.01. — FOpucnpyaeHuus.

HopMmatuBHo-ipaBoBoi 0a3oil it W3y4eHUS JaHHOW JAUCHMIUIMHBI
aBnatoTcss ctatbu Konctutynuu Poccuiickoit denepanuu, cratbd Y TOJIOBHOTO
Konekca, KOAII, mexmayHapoIHble J0TOBOpPHI B cdepe HHPOPMAIMOHHOM
0€30MacHOCTH.

Huctunmna  «lIpaBoBbie  OCHOBBI  MHGOPMAIMOHHOW — 0€30MacHOCTHY
SBJIIETCS] OJTHOW M3 NUCIMIUIMH 0 BIOOPY B 0a30BOIl YacTu MpogheCcCHOHAIBHOTO
[UKJIa JUCIHUIUIMH (eaepanbHOro TOCYyJapCTBEHHOTO 00pa3oBaTelbHOTO
CTaHJapTa BBICIIETO O0Opa3oBaHUs MO HampaBieHuio «tOpucnpyaeHIus»
(OakamaBpuar).

OcBoenne  aucuuiuiiHbl  «IIpaBoBble ~ OCHOBBI  HMH(pOPMAIMOHHOMN
0€30MacHOCTH TO3BOJISIET OOYYarOIMMCS MAKCUMAaJIbHO TIOJTHO HUHTETPUPOBATH
MOJIy4YeHHbIE B XOJie¢ 00y4YeHUsI MPOPUILHBIM IUCIUIUIMHAM B YCIOBHUSIX OBICTPO
pa3BUBaloIIciicsl KOMIbIOTepHU3auu. B xoae u3ydeHUs AAHHOW MUCUMILIMHBI
CTyJ€HTaMU OyIyT TMOJIYYEHBbl T€ HAaBBIKM U YMEHHUS, KOTOPbIE MOMOTYT UM
pacIIMpUTh CBOW 3HAHUS B FOPUCIIPYACHIIUH 32 CUET UCIIOJIH30BAHUSI COBPEMEHHOM
TEOPUU U METOJIOB PabOTHI ¢ HHGOPMAIIUECH.

Hucuuminna JIOTIOJTHSIET TEXHUYECKHUE HaBBIKU MOJIb30BaHUS
KOMITBIOTEPHON TEXHUKOMW, MOJyYEHHBIE 00YJaIONUMHUCS B XOJ€ OCBOCHUS
TaKOH o01ieo6pazoBaTeIbHON JUCUUTUIUHBI KaK «Uupopmarukay,
TEOPETUYECKUMU u TEXHOJIOTUYECKUMU 3HAHUSIMU B obnacTu
aBTOMATU3UPOBAHHOTO ympaBieHus (KMOCPHETHKW) U CBA3AHHBIX C HEH
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€CTECTBEHHOHAYYHBIX  KOHIIEMIIWNA, BBICTyHas CBOETO  poOJa  «BBICIICH
uHpopMaTukoi». Nx wu3yueHne B OCOOCHHOCTH HEOOXOIMMO FOPUCTY Kak
MPEICTAaBUTENIO TTPo(eccri, B 3HAYUTEILHOW CTETICHH CBS3aHHOM C YIIpaBICHUEM
- HOPMAaTUBHBIM PETYJIMPOBAHUEM M OpraHU3allMed JIOKATBHBIX W TJIOO0ATbHBIX
COIMATIbHBIX TPYIIT U OOIIHOCTEH.

3HaHUe TEOPUU U MEXAHU3MOB OOLIECTBEHHBIX OTHOIICHUM, B OOJIBITMHCTBE
CBOEM CKJIaIBIBAIOIIIIX CSI KaK KOMMYHUKAITAH (uHpOpMAITIOHHOE
B3aMMOJICUCTBHE) MO3BOJIUT OakayaBpy OoJjiee MOJTHO MOHATH OOBEKT M MPEAMET
BCEX MPOPUIBHBIX OOIMIETCOPETHICCKIMX M KOHKPETHO-OTPACIICBBIX HOPUIUICCKUX
JUCITUTUTHH.

3. Komnerenuuu ody4arouierocsi, popmupyembie B pe3yjbTaTe 0CBOCHUS
AUCHMILUIAHBI (epeYeHb IIAHNPYEMbIX Pe3yJIbTaTOB 00y4eHHUs).

Kon HanmenoBanue [1nanupyemble pe3yabTaThl O0yUEHUS

kommerennuu | xkomnereHumu uz ®I'OC BO

3 ®I'OC BO

OK-3 BJIaJIcHHUE OCHOBHBIMU 3HaTh:
MEeTOoJaMH, crocobamMu U OCHOBHBIEC 3aKOHOMEPHOCTHU CO3JIaHUs U
CpelcTBaMHU MOJIy4EeHHUS, (GyHKIIMOHUPOBaHUS UH(POPMALIMOHHBIX
XpaHEHHs, nepepadoTKu IIPOIECCOB B MTPaBOBOM cdepe.
uH(popmanuu, HaBbIKAMH Ymern:
paboThI ¢ KOMITBIOTEPOM Kak - IPUMEHSTh COBPEMEHHBIE
CpelICTBOM yrpaBjieHus | HHPOPMAIIMOHHBIE TEXHOJIOTHH JIJIsl TIOUCKA U
nHpopmanuen. 00paboTKy IpaBOBOI HHPOPMAIIHH,

o(opMIIeHHS IOPUINYECKUX TOKYMEHTOB U
MIPOBE/ICHNUS CTATUCTUYECKOTO aHAJIHM3a
UHpOpMaLIUH.

Baapners:

HaBBbIKaMu cOopa 1 00paboTkH nHpopMaLuy,
MMEIOIIIEH 3HaUeHHE ISl peaTn3aluu
IPaBOBBIX HOPM B COOTBETCTBYIOIIMX cepax
npoeccnoHabHOM 1€ TEIbHOCTH.

OK-4 CIOCOOHOCTh ~ paboTaTh C 3HaTh:
nHpopManuei B rI00aTbHBIX | CYITHOCTH M COJIEPKAHNE OCHOBHBIX METOIOB
KOMIIBIOTEPHBIX CETSIX paboThl ¢ HHpOpMaLUEi.
YMmerb:

Paborath ¢ 60JIbIIMM TOTOKOM MH(POPMALIUU
B TJI00ATBHBIX KOMITBIOTEPHBIX CETSIX
Baagers:

HaBbIKaMU paboThl ¢ HH(OpMaLnel B
rJ100aJIbHBIX KOMITBIOTEPHBIX CETSX.

[1K-15 CrocoOHOCTb TOJIKOBATh 3HATD:
HOPMAaTHBHBIE MPABOBbHIE IOHSTHE, BUABI M CITIOCOOEI TOJIKOBAHMS
aKTBI MPaBOBBIX HOPM
YMmern:

AHAJIIM3UPOBATDH COACPIKAHNUEC ITPABOBBIX
HOPM, UCII0JIb30BAThL PA3JIMYHBIC ITPHUCMbI
TOJIKOBAaHUA JJI YACHCHHA TOYHOI'O CMbICJIA




HOPMBI ITpHu KBasinpukanuu GaxkToB u
00CTOSITENTLCTB
Baanern:
HABBIKAMU Pa0OTHI IO TOJIKOBAHUIO
IIPaBOBBIX HOPM.

[1K-16

CIIOCOOHOCTBIO 1aBaTh
KBaJTU(HUIIMPOBAHHBIE
IOPUINYCCKHE 3aKITFOUCHUS 1
KOHCYJIbTAI[H B
KOHerTHBIX BHUIax
IOPUINYECKON IEeATETLHOCTH

3HaThb:
ConeprxaHre HOPMATUBHBIX MMPABOBBIX aKTOB.
YMmeThb:
OCYIIECTBIISATh MMPABOBYIO SKCIIEPTUZY
HOPMAaTHBHBIX [TPABOBBIX aKTOB
- MPUHUMAThH PEIICHUS U COBEPIIATH
IOPUJIMYECKUE JIEUCTBUS B TOUHOM
COOTBETCTBHUH C 3aKOHOM.
Baagern:
HaBBIKAMH MIPUHATHS HEOOXOIUMBIX MEP
3aIIUTHI IPAB YEJIOBEKA U IPaK/IaHUHA.

4.00beM, CTPYKTYpPa U COJlepPKaHUE TUCHUILTHHBI.

4.1. O0beM THCHHUILINHBI

O0BbeM TUCHUIUIUHBI COCTaBIISIET 1 3aueTHY0 eauHuIly, 36 4acoB

4.2. CTpyKTYpa QM CHUTIHHBI




Ounas ¢popma o0yueHust

Pa3nen qucHuINIMHbI
(Momysst)

Bcero

Bupbl yueOHO# paboThl,
BKJIFOYast

CaMOCTOATCJIbHY O

paboty

CTYJEHTOB
TPYLOEMKOCTb
( B 9acax)

)51

Ulexkun

IIpakTnueckue
3aHITHSA

CP

DopMbl
KOHTPOJIS
ycneBaemMocTn (110
HEJICIISIM CEMECTpPa)

TEKYIIETO

®dopmMma
MIPOMEKYTOUHOH
aTTecTaluu

(0 cemecTpam)

Moayas 1

[Tonstue "I[IpaBoBBIe OCHOBBI HH(POPMAITMOHHOM
6e3onacHoctu". [Ipobnema nHPpOPMAITHOHHON
6e3omacHocTH obmiecTBa. COCTaBIAIONINE
nH(OPMAITMOHHOHN 0€301MaCHOCTH.

KonTpoasHslii onpoc

CucreMa GpopMUpOBaHUs pexkUMa HHYOPMAIIMOHHOH
Oe3omacHOCTU. YPOBHH (POPMHUPOBAHUSI PEKUMA
nH(pOpMaIMoHHOM 6e3omacHocT HopmaTiBHO-
[IpaBoBbIe OCHOBBI HHPOPMAIMOHHOH 0€30MaCHOCTH
B PO.

KonTtpomnsHslii onpoc

Crannapts! HHQOPMAIIMOHHOW O€30MaCHOCTH:
"O6mue kpurepun". TpeboBanust 6€30MTACHOCTH K
WHPOPMALIMOHHBIM cucTeMaM. OYHKIIMOHALHBIE
TpeOoBaHUs, TPEOOBAHHS JOBEPHS

2*

KonTtpomnsHslii onpoc

CrannmapTsl HHOOPMAITMOHHOM O6e30macHOCTH B PO.
DdenepanbHas Ciry)k0a 1Mo TEXHHYECKOMY U
9KCTIOPTHOMY KOHTPOJIIO U €€ POJIb B 00ecrieueHIN
nHpopmanmoHHoH 6e3omnacHocT B PD. JIokyMeHTHI
10 OLIEHKE 3aIIUIIEHHOCTH aBTOMATU3UPOBAHHBIX
cuctem B PO.

2*

KonTpoabHslit onpoc

AJIMAHUCTPAaTUBHBIN YPOBEHb 00ECIICUeHUSI
nH(pOPMAITMOHHOM Oe3omacHocTH. Pa3zpaboTka
MOJINTHKH MH(OPMAIIMOHHON 0€30MacHOCTH.
Knaccudukanus yrpo3 "undopManmoHHoH
6e3onacHoctu". Kananbl HeCaHKIIMOHUPOBAHHOTO
J0CTyTa K HHPOpMaLUH.

2*

KonTtpomnsHsIii onpoc

Bupycs! kak yrpo3a uHpOpMaoHHOM!
0e30macHOCTH. XapaKTepHbIE YePThl KOMITBIOTEPHBIX
BupycoB. Knaccudukanusi KOMObIOTEPHBIX BUPYCOB

2*

KouTpoabhslit onpoc

AHTHBHUPYCHBIE ITPOTPaMMBbI, 0OCOOEHHOCTH HX
pabotbl. Kimaccudukanms aHTHBUPYCHBIX MTPOTPAMM,
(haKTOPBI, ONPEJIENISIONINE UX KAUECTBO.

KonTtponsnslii onpoc

Knaccudukanus ynaneHHbIX yrpo3 B
BBIYMCITUTEIBHBIX CETAX, X XapaKTEePUCTHKA.
MexaHu3mbl obecrieueHus "MHPOPMAITHOHHON
Oe3onacHOCTUY.

KonTtponsnslii onpoc

Bcero: 36 yacos

36

14

12

10




Ou4Ho - 3204Has popma o0yyeHHs

Pa3nen qucHuINIMHbI
(Momysst)

Bcero

Bunsl yueOHOU paboTHI,
BKJIIOYast

CaMOCTOATCJIbHY O

paboty

CTYJEHTOB
TPYAOEMKOCTh
( B 9acax)

)51

Ulexkun

IIpakTnueckue
3aHITHSA

CP

@opMBI  TEKYILErO
KOHTPOJIS
ycneBaemMocTn (110
HEJICIISIM CEMECTpPa)

®dopmMma
MIPOMEKYTOUHOH
aTTecTaluu

(0 cemecTpam)

Moayas 1

[Tonstre "I[IpaBoBBIe OCHOBBI HHPOPMAITMOHHOM
6e3onacHoctu". [Ipobnema nHPpOPMAITHOHHON
6e3omacHocTH obmiecTBa. COCTaBIAIONINE
nH(OPMAITMOHHOHN 0€301MaCHOCTH.

KonTpoasHslii onpoc

CucreMa GpopMUpOBaHUs pexkUMa HHYOPMAIIMOHHOH
Oe3omacHOCTU. YPOBHH (POPMHUPOBAHUSI PEKUMA
nH(pOpMaIMOHHOM 6e30omacHocTr HopMaTiBHO-
[IpaBoBbIe OCHOBBI HHPOPMAIMOHHOH 0€30MaCHOCTH
B PO.

KonTtpomnsHslii onpoc

Crannapts! HHQOPMAIIMOHHOW O€30MaCHOCTH:
"O6mue kpurepun". TpeboBanust 6€30MTACHOCTH K
WHPOPMALIMOHHBIM cucTeMaM. OYHKIIMOHALHBIE
TpeOoBaHUs, TPEOOBAHHS JOBEPHS

2*

KonTtpomnsHsIit onpoc

CranmapTsl HHOOPMAITMOHHOH Oe30macHOCTH B PO.
DdenepanbHas Ciry)k0a 1Mo TEXHHYECKOMY U
9KCTIOPTHOMY KOHTPOJIIO U €€ POJIb B 00ecrieueHIN
nHpopmanmoHHoH 6e3omnacHocT B PD. JIokyMeHTHI
10 OLIEHKE 3aIIUIIEHHOCTH aBTOMATU3UPOBAHHBIX
cuctem B PO.

2*

KonTpoabHslit onpoc

AJIMAHUCTPAaTUBHBIN YPOBEHb 00ECIICUeHUSI
nH($OPMAIMOHHOM Oe3omacHocTh. PazpaboTka
MOJINTHKH MH(OPMAIIMOHHON 0€30MacHOCTH.
Knaccudukanus yrpo3 "undopManmoHHoH
6e3onacHoctu". Kananbl HeCaHKIIMOHUPOBAHHOTO
J0CTyTa K HHPOpMaLUH.

2*

KonTtpomnsHsIii onpoc

Bupycs! kak yrpo3a uHpOpMaoHHOM!
0e30macHOCTH. XapaKTepHbIE YePThl KOMITLIOTEPHBIX
BupycoB. Knaccudukanusi KOMObIOTEPHBIX BUPYCOB

2*

KouTpoabhslit onpoc

AHTHBHUPYCHBIE ITPOTPaMMBbI, 0OCOOEHHOCTH HX
pabotbl. Kimaccudukanms aHTHBUPYCHBIX MTPOTPAMM,
(haKTOPBI, ONPEJIENISIONINE UX KAUYeCTBO.

KonTtponsnslii onpoc

Knaccudukanus ynaneHHbIX yrpo3 B
BBIYMCITUTEIBHBIX CETAX, X XapaKTEePUCTHKA.
MexaHu3mbl obecrieueHus "MHPOPMAITHOHHON
Oe3onacHOCTUY.

KonTtponsnslii onpoc

Bcero: 36 yacos

36

12

12

12
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4.3. Coaep:kaHue IMCHUILIMHBI, CTPYKTYPHPOBAHHOE 110 TEMaM
4.3.1. Cooeprcanue neKYUOHHBIX 3AHAMUN RO OUCUUNTIUHE.
Monayas 1.

Tembl 1 MX KpaTKoe colep;KaHue
Tema 1. BBenenwe B aucturuiuny «lIpaBoBble OCHOBBI HH(DOPMALIMOHHON
6e3omacHocTny. CocTapstomuye HHOOPMAITMOHHONW OE30ITaCHOCTH.

[IpaBoBBIE OCHOBBI MH()OPMAIIMOHHON O€30MACHOCTH SIBJISETCA OAHOU U3 MPOOIIEeM,
C KOTOpPOH CTOJIKHYJIOCh COBPEMEHHOE OOIIECTBO B IMPOLIECCE MAacCOBOTO
UCIIOJIb30BaHUsl aBTOMATU3HPOBAHHBIX CPEACTB €€ 00pabOTKH.
[TpoGnema nHOpMaIMOHHOM 0€30MaCHOCTH 00YCJIOBJIEHA BO3PACTAIOIIEH POJIBIO
uHpopMaIuu B 00IECTBEHHOMN KU3HHU.
[TpaBoBble OCHOBBI HH(OPMALMOHHONW OE30MACHOCTH — 3TO 3aLIUILEHHOCTb
uHbOpMallMl U TOJACPKUBAIOLIEH €€ HHQPACTPYKTYphl OT CIIydalHBIX WJIIU
peIHAMEPEHHBIX BO3/CHCTBUI €CTECTBEHHOTO WM MCKYCCTBEHHOI'O XapakTepa,
KOTOpBIE MOTYT HaHECTH YIIepO BiIaeIblaM WU MOIH30BATENIM HHPOPMAIUH.
Cornmacio ['OCTy 350922-96 3ammurta uHPOpMaUUd - 3TO JAESITEIBHOCTD,
HampaBlieHHasT Ha TMPEeNOTBpAIlllcHHMEe YTEYKH 3alluiiaeMol uHGOpMaluy,
HECAaHKIIMOHUPOBAHHBIX W HEMPETHAMEPEHHBIX BO3JCHCTBUI Ha 3allUIIaeMYIO
UH(pOpMaIHIO.
B psne cnydyaeB nousarue "llpaBoBbie OCHOBBI MH(POPMALIMOHHON 0€30MacHOCTH'
MOJMEHSIETCS TEPMUHOM "KOMIbIOTepHasi Oe3omacHOCcTh". B asTom ciyuae
[TpaBoBble OCHOBBI HMH(OPMAIIMOHHON OE30MACHOCTH paccMaTPUBAETCS OYEHb
y3K0, IOCKOJIBbKY KOMIIBIOTEPHI TOJIBKO OJHA U3 COCTABISIOUIMX HH(POPMALIMOHHBIX
CHCTEM.
O6ecrnieuenne HHGOPMAITMOHHON OE30IMaCHOCTH B OOJIBIIMHCTBE CIy4aeB CBA3aHO
C KOMILJIEKCHBIM pEIICHUEM TPeX 3ajau:

* OO0ecrneyeHueM AOCTYMTHOCTH UH(POPMAITUH.

* OOGecneyeHueM EIO0CTHOCTH UHPOPMALIHH.

* OOGecrneyeHueM KOH)UICHIUATBHOCTH HHPOPMALIMH.
IMeHHO  JOCTYMHOCTh, IEJIOCTHOCTh W  KOH(QUACHIMATBLHOCTD  SIBISIOTCSA
PaBHO3HAYHBIMH COCTABIISIFOIIMMH WH()OPMAIIMOHHON OE€30MMacCHOCTH.
JlocTymHOCT, — 93TO TapaHTHsl TOMy4YeHHs TpeOyeMoll uHoOpMaluu WiIn
WHGOPMAITMOHHOHN YCIYTH MOJIh30BaTENIEM 3a OTPEACIEHHOE BpeMSI.
[lenocTtHOCTh HMH(POpPMAIMK YCIOBHO TOApA3ACNsAeTCs Ha CTaTUYECKyI0 U
nuHamuueckyro.  CraTudeckass —LEJIOCTHOCTh  MH(pOpPMAIMM  IperoJiaraet
HEU3MEHHOCTh HMH(POPMAIMOHHBIX OOBEKTOB OT MX MCXOJHOTO COCTOSIHUS,
ONpEAENIEMOr0 aBTOPOM WJIM HCTOYHMKOM HHpopMmanuu. JluHamuueckas
LEJIOCTHOCTh HMH(OpPMAMKM BKIIOYAET BOMPOCHl KOPPEKTHOTO BBIMOJIHEHUS
CIIOKHBIX JIEHCTBUI C MH(POPMAIIMOHHBIMH MMOTOKaMH, HallpUMeEp, aHAJIU3 MOTOKa
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COOOIIEHUI NIl BBISIBIICEHUS HEKOPPEKTHBIX, KOHTPOJb MPABUIBHOCTU MEperadyu
COOOIIEHNH, TOATBEPKIECHNE OTIEIBHBIX COOOIIEHUH U JIp.

[lenocTHOCTP — TapaHTUs TOro, YTO HHQOpMAIMs ceiuac CyIIEeCTBYeT B €€
UCXOJHOM BHJE, TO €CTh IPU €€ XPAaHEHUM WU Iepeadye He ObLIO MPOU3BEICHO
HECAaHKIIMOHUPOBAHHBIX U3MEHEHUN.

KonpuaeHumaneHOCTh — TrapaHTHUs JOCTYIHOCTH KOHKPETHOM HH(popmanuu
TOJIBKO TOMY KPYTY JIML, JJI1 KOTO OHA IIPEIHA3HAYCHA.

Hapymenue kaxxaon u3 Tpex KaTeropui MpUBOJINT K HAPYILIEHHUIO
uHGOPMAIMOHHON 0€30MaCHOCTHU B LEJIOM.

Tema 2. Cuctema GpopmMupoBaHus pexxuma HHPOPMAIIHOHHON 6€30MacHOCTH.
HopwmatusHo-1IpaBoBbIe OCHOBBI HH(OPMAMOHHON Oe30macHOCTH B PO.
ObecnieueHrie 0€30MACHOCTHU SABIIAETCS KOMIUIEKCHOHN 3anadyeil. C ogHOW CTOPOHBI
pexuma uHpopManuoHHoH, [IpaBoBbie 0CHOBBI MH(MOPMALIMOHHON 0€30MacHOCTH
OpeanoyiaraeT, Kak MHUHHUMYM, OOECHEYeHHEe TpeX €€ COCTaBISIoIMX -
JOCTYHOCTh, LENOCTHOCTh U KOH(PHUIECHUMAIbHOCTh JaHHbIX. 1 yxe ¢ yueTom
3TOro mpobsieMy HH(POPMALIMOHHOW O€30MaCHOCTH CJIENYyeT paccMaTpuBaTh
KoMIuiekcHo. C  npyroil  cTopoHbl, uH(popMauued U UH(POPMALUOHHBIMU
cUcTeMaMu B OYKBaJbHOM CMbICIe "MpoHU3aHbl" Bce cdepbl OOIIECTBEHHOMN
JESATEIIbHOCTH U BIIMSHUE MH(OpPMAIMM Ha OOIECTBO BCE HAPACTAET, MOITOMY
oOecrieueHne MH(POPMAMOHHOW O€30MACHOCTU TaKkKe TpeOdyeT KOMIUIEKCHOTO
NOJIX0/1A.

B 3T0i1 cBSI3U OCHOBHBIMU 3aJlayaMy UH()OPMALIMOHHOM 0€30MaCHOCTH B IIMPOKOM
CMBICIIE SIBJISFOTCSI:

1. 3ammTa TOCYIApCTBEHHOW TaWHBI, T. €. CEKPETHOM U  Jpyrou
KOH(HIEHIHANTBbHOH  MHpOpMALK,  SBISIIOLIEHCS  COOCTBEHHOCTHIO
rocyAapcTsa, OT BCEX BHJOB  HECAHKIMOHMPOBAHHOIO  JOCTYIIa,
MaHUITYJIMPOBAaHUS U YHUUTOXKEHUS;

2. 3amUTa NpaB TpakJaH Ha BJIAJCHUE, pACIOPSDKEHUE U yIpaBIeHHUE
MpUHAIeKAIICH UM HHPOpMAIIHEH;

3. 3amuTa npas MpeArnpuHUMAaTeNel Mpu OCYIIECTBICHUN UMH KOMMEPUYECKOH
NEATEIbHOCTH;

4. 3amMTa KOHCTUTYLIMOHHBIX @IpaB TIpPaXJaH Ha TaliHy IEpEInCKH,
[IEpErOBOPOB, JINYHYIO TalHY.

PaccmarpuBas mpoGnemy uHGOPMAIIMOHHONW O€30MaCHOCTH B Y3KOM CMBICIIE,
OTMETHM, YTO B 3TOM CIllydyae peyb HJAET O COBOKYMHOCTH METOJIOB U CPEICTB
3alMThl MHPOPMALIMM M €€ MATEepUalIbHBIX HOCHUTENIeH, HaIpaBiICHHBIX Ha
oOecrieyeHue NeI0CTHOCTH, KOHPUACHIIMAIBHOCTH U AOCTYITHOCTH UHPOPMALIUH.

Hcxons 3 3T0ro, BhIACIUM CIAEAYIOIIKE 3a1a4i HH()OPMAIITMOHHON O€30aCHOCTH:

e 3alUTa TEXHUYECKUX M MPOrPaMMHBIX CPEIACTB HHPOpMATH3ALUH OT
OomMMOOYHBIX JEUCTBUI IEepCOHAa M TEXHOTCHHBIX BO3JCHCTBHM, a TaKKe
CTUXUHMHBIX O€ICTBUI;

e 3alUTa TEXHUYECKUX M TMPOTPaMMHBIX CpPEICTB HHPOpPMATH3AIUH OT
MPEIHAMEPEHHBIX BO3ICHCTBHM.

Briaenum Tpu ypoBHs (pOpMUpPOBaHUS peKUMa HHPOPMAITMOHHOM 0€30MaCHOCTH:
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e 3aKOHOJATEJILHO-IIPABOBOU;

e AJMUHUCTPATUBHBIN (OpraHU3aIMOHHBIN);

¢ MPOrPaMMHO-TEXHUYECKHUII.

3akoHosarenbHas 0a3za B cepe nHGOOPMAITMOHHON 0€30MaCHOCTH BKIIIOYAET MaKeT
@denepanbHbIX 3aKOHOB, YKa3oB [Ipesunenta PO, nocranosnenun IlpaBurenbcrea
P®, MexBEJOMCTBEHHBIX PYKOBOASAIIUX JOKYMEHTOB U CTaHJIapTOB.
OcHoBOMONArarOUMMHU IOKYMEHTaMH 10 MHPOPMaIMOHHOM Oe3oracHocTu B PO
apistoTcss Koncrutynus PO u Konuenuus HannoHaabHOM 0€3011acHOCTH.

o 3axkoH Poccuiickoii ®Denepammu ot 21 wurona 1993 roma Ne5485-1 "O
rOCyJIapCTBEHHOU TailHe" ¢ M3MEHEHUSIMU U JOMOJHEHUSIMU, BHECEHHBIMU
MOCJIE €r0 NPUHSTHUS, PEryJUPYEeT OTHOIICHHUS, BO3HUKAIOIINE B CBSI3U C
OTHECEHUEM CBEACHUM K FOCYJapCTBEHHOM TallHE, NX PACCEKPEUNBAHUEM U
3alUTOM B HMHTEpecax oOecreueHuss Oe3omacHOCcTH  Poccuiickoit
denepanum.

o 3akon P® "OO6 undopmaniuu, uHGopMaTu3alum 1 3amure uHPopManuu" ot
20 depans 1995 roma No24-d3 — gBiseTcs OJHUM M3 OCHOBHBIX 0a30BBIX
3aKOHOB B 00JacTH 3amuThl WHGOpPMAIMK, KOTOPBIM perjaMeHTUpyeT
OTHOUIEHUS, BO3HUKAIONIME Tpu (OPMHUPOBAHUU U HCIOJIb30BAaHUU
uHpopMaImoHHbIX pecypcoB Poccuiickoit denepannu Ha OCHOBe cOopa,
HaKOIUICHUSI, = XPAHEHMS,  paCIpPOCTPAHEHHUS] U  MPEJOCTABIICHHS
MOTPEOUTENSIM TOKYMEHTUPOBAaHHON HH(pOpMAIUK, a TaKKe MPHU CO3aHUU
U HUCNOJB30BaHUM HWH(GOPMALMOHHBIX  TEXHOJIOTHMH, TIpU  3allUTe
uHpoOpMalMu U TpaB CyObEKTOB, Y4YaCTBYIOIIUX B HH(POPMALMOHHBIX
npoiieccax u nHGOpMaTU3aLUHU.

B mpunstom B 1996 romy YromoBHom konekce Poccuiickoit ®@enepaiuu, Kak
HanOoJiee CUJIBHOJECHUCTBYIOIIEM 3aKOHOJATEILHOM AaKT€ MO MPEeAYyNpPEexACHUIO
MPECTYIUICHUA W TPUBJICYCHUIO TNPECTYNHUKOB WU HAPYLIUTEIEH K YIrOJOBHOU
OTBETCTBEHHOCTH,  BOMpocaM  0O€30MacHOCTH  HMH(OpPMAIMKU  TIOCBSIIIECHBI
CJIEAYIOIINE TJIaBbl U CTAThU:

1. Crarps 138. Hapymienue TaiiHbl Mepenucku, Tele(QOHHBIX MEPETrOBOPOB,
MOYTOBBIX, TeJIeTpadHbIX UITU UHBIX COOOIICHHIA.

2. Cratbs 140. OTKa3 B IPEJOCTABICHUH TPAKIaHUHY HH(GOPMAIIIH.

3. Cratest 183. HeszakoHHOe TONMy4YeHHWE U pa3rJalIeHUE CBEICHUA,
COCTABJISIFOIIMX KOMMEPUYECKYIO UM OAHKOBCKYIO TaliHY.

4. Crarbsi 237. CoxpeiTue uHbOpMaUM 00 OOCTOSTEIBCTBAX, CO3JIAFOIIUX
OMACHOCTb ISl )KU3HU U 3J0POBBS JHOJEH.

5. Cratbs 283. Pa3rnainieHue rocyaapCTBEHHOW TalHBI.

6. Cratbs 284. YTpaTa JOKYMEHTOB, CO/IEPKAIIUX FOCYJAPCTBEHHYIO TailHY.

Ocoboe BHUMAaHUE yaensercs KOMITBIOTEPHBIM MPECTYIUICHUSIM,

OTBETCTBEHHOCTh 32 KOTOpBIE MPEIyCMOTpPEHAa B CHEUaIbHONH 28 Tri1aBe

kozekca "l[lpectynnenus B chepe koMnbroTepHON HHDOpMaIun'.

Tema 3. Cranmaptsl uHbopMamoHHou Oe3onacHoctu: "OO1Me Kkputepun'".
Craagapt ISO/IEC 15408 "Kpurepuu onenku 6e30macHOCTH WHGOPMAITMOHHBIX
texHosoruit" (n3nan 1 mexkabps 1999 roma) OTHOCUTCS K OIIEHOYHBIM CTaHAAPTaM.
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DTOT MEXIYHApOMHBIA CTaHAAPT CTaJ HWTOTOM TIOYTH JECATUIIETHEH pabOThI
CHEIUAINCTOB HECKOJNbKUX cTpaH. OH BoOpasl B ce0sl OMBIT CYHIECTBOBABIIUX K
TOMY BPEMEHHM JOKYMEHTOB HAIIMOHAJIBLHOTO W MEKHAIMOHAIBHOTO MaciiTada.
HIMeHHO 1T03TOMY 3TOT CTaHAAapT OYEHb YacTO Ha3bIBalOT "OOIMMU KpUTEPUSIMU'.
"OO6mue kpuTepuu'" cojiepkaT ABa OCHOBHBIX BHJa TPEOOBaHU O€30MMaCHOCTH:

1. ¢pyHKIMOHAJIBHBIE — COOTBETCTBYIOT AKTUBHOMY AacCHEKTy 3allUThl —
npeabsBiIsieMble K (yHKIMAM O€30MacCHOCTM M PEATU3YIOUIUM  HUX
MEXaHU3MaM;

2. TpeOOBaHMUS JOBEpHs — COOTBETCTBYIOT TIACCUBHOMY  acleKkTy —

MPEABSABIAEMbIC K TEXHOJIOTUU U MPOIIECCY pa3pabOTKU U HKCILTyaTalUH.
Bce <¢ynkumonanpHbie TpeOOBaHWSA OOBEIWHEHBI B TPYIIBI Ha OCHOBE
BBIMIOJHSAEMOW MMM POJM WM 0OCIyKMBaeMoil 1enu Oe3omacHocTH. Bceero B
"OO0mux kpurepusix" mpeacTaBieHo 11 QyHKIMOHAIBHBIX KJIacCOB, 66 CEMEUCTB,
135 KOMIIOHEHTOB.
Bropas dbopma tpeboBanmii 6e3omacHocTH B "OOmMX KpuTepusx'" — TpeOoBaHUS
JoBepHsi 6€30MaCHOCTH.
VYcranoBneHue 10Beprs 0€30MaCHOCTH OCHOBBIBACTCS] HA AKTUBHOM HCCJIEIOBAHUU
00BEKTa OIEHKH.
dopmMma npecTaBIeHUsT TPEOOBaHUI JOBEPHUSI, Ta KE, YTO U I PYHKIIMOHATBHBIX
TpeOOBaHUH (KJIaCC — CEMEHCTBO — KOMIIOHEHT).
Bcero B "OOmmux xkputepusix" 10 knaccoB, 44 cemeiicTBa, 93 KOMIIOHEHTa
TpeOOBaHMI TOBEpHs OE30MACHOCTH.

Tema 4. CranaapTbl HHPOPMALIMOHHON O€30MACHOCTU PACHpPEIETIEHHBIX CHUCTEM.
Cranaaptsl nHGOpMalIMOHHOM Oe30macHOCTU B PD.

B nocnegnee BpeMs ¢ pa3BUTHEM BBIUHMCIUTEIBHBIX CETE U B OCOOCHHOCTH
rno0anbHON cetn WHTEpHET BOIpPOCH 0€30MacCHOCTH PACHpPENENICHHBIX CHCTEM
npuobpenan  0co0yr0 3HAYUMOCThb. BaXHOCTh 3TOr0  BOIpPOCa KOCBEHHO
MOAYEPKUBACTCS TOSIBICHUEM 4yTh TN03ke "OpaHXkeBOoW KHUTH' CTaHAApTa,
nosyunBiiero HasBanue '"Pekomenmanuu X.800", KOTOpBIN JOCTaTOYHO TMOJTHO
TPaKTOBAJI BOMPOCHI THPOPMAITMOHHOM 0€30MTaCHOCTU PACIIPEAEICHHBIX CUCTEM, T.
€. BBIYMCIIUTEIBHBIX CETEH.

B X.800 onpeneneHbl caeayromue ceTeBble MEXaHU3Mbl O€30TTaCHOCTH:

o muppoBaHUE;

¢ DJIEKTPOHHAS LU(PPOBAS MOJIHUCH;

e MEXaHHU3M YIPaBIEHUS JOCTYIIOM;

e MEXaHHU3M KOHTPOJIS LIEJIOCTHOCTH JJAHHBIX;

e MEXaHU3M ayTeHTU(UKALUY;

e MEXaHWU3M JIONOJIHEHHUS TpaduKa;

e MEXaHW3M YIPABICHUS MapIIPyTH3AIUCH;

e MEXaHU3M HOTapH3aluM (3aBEPEHHUS).
B pexkomenganuax X.800 paccMmarpuBaeTcs TMOHATHE aJMUHUCTPUPOBAHHE
CpeacTB  0€30macHOCTH, KOTOpO€ BKIIOYaeT B ce0s  pacmpocTpaHeHue
uHbopMaIuu, HeoOX0UMOM st pabOThl CEPBUCOB U MEXaHW3MOB 0€30IMaCHOCTH,
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a Takxke cOop m aHanu3 uHpopMmanuu 00 ux (QyHkuroHupoBaHuu. Hampumep,
pacrnpocTpaHeHue KpUnTorpadguueckux KItoueu.

CornacHo  pexomenHgauusM  X.800, ycunmss  agMHUHHCTpAaTopa  CpPEACTB
0€30MacHOCTU JOJIKHBI PACIIPEACTIATHCS 110 TPEM HANPABIICHUSM:

e AJIMUHUCTPUPOBAHHE UHPOPMAITMOHHON CUCTEMBI B LIEJIOM;

e AJIMUHUCTPUPOBAHHE CEPBUCOB 0E30MACHOCTH;

e AJIMUHUCTPUPOBAHHE MEXaHU3MOB OE30MACHOCTH.

B 1987 r. HanmonaneHbIM LIEHTpOM KoMmmbioTepHOM Oe3omacHoctu CIIIA Obina
onyoaukoBaHa uHTeprpetanus "OpaHkeBoil KHUTH" [ CETEBBIX KOH(PUTypaIuii.
JlaHHBII TOKYMEHT COCTOMT M3 AByX 4acteil. IlepBas comepuT coOCTBEHHO
UHTEPIIPETALMI0, BO BTOPOM pacCMAaTPUBAIOTCS CEPBHUCHI  0€30MACHOCTH,
cnenupUIHbIC WX 0COOEHHO BAYKHBIC JUISI CETEBBIX KOH(DUTYpAITHA.

B  Poccuiickoit ®enepauuu [IpaBoBble  OCHOBBI  HMH(DPOPMALMOHHOM
Oe3omacHocTH obecrieunBaercsi coOnoaeHue ykazos Ilpesunenta, denepanbHbIx
3aKOHOB, TTocTaHoByeHui [IpaBuTenscTBa Poccuiickon denepannu, pyKOBOISIIIUX
TOKyMeHTOB ['ocTexkomuccuu Poccun v Ipyrux HOPMaTUBHBIX JOKYMEHTOB.
['ocrexxomuccus pazpaborana U JoBejia O YPOBHS HAIMOHAJIBHBIX CTaHJIAPTOB
JECATKU JOKYMEHTOB, CPEJIN KOTOPBIX:

o PykoBomsamuit  gokyment "llomokeHMe MO  aTTecTanMu  OOBEKTOB
uHdopmaTuzanuu 1o  TpeOoBaHUsM  Oe3zomacHOCTH  uHGoOpMauu"
(YtBepxkaeno Ilpencenarenem I'ocrexkomuccnn Poccun 25.11.1994 1.).

o PykoBomsamuii noxkymeHT "ABTomaTuzupoBaHHble cucteMbl (AC). 3ammura
or  HecaHkuuonupoBanHoro  gocryna (HC/) «k  uHdopmanum.
Knaccuduxamms AC wu  TpeboBaHus K  3amure uHPopManuu"
(I'ocrexxkomuccust Poccun, 1997 r.).

o PyxoBomsmuii nokymeHT "CpencTBa BEIYMCIUTENBHON TEXHUKHU. 3alUTa OT
HCJI x uadopmarnuu. [Tokazarenu 3ammimeaHoctyd or HCJ[ k undopmanmmn"
(T'octexxomuccust Poccun, 1992 1.).

o PykoBomsamuii qokymeHT "KoHllenius 3amuThl CPEACTB BBIUUCIUTEIBHOU
texuuku oT HC/] x undopmarun" (I'ocrexkomuccus Poccun, 1992 r.).

o PyxoBomsmuii goxkyment "3ammura or HCJl x mapopmaruu. TepmuHbl 1
onpenenenus” (I'ocrexkomuccust Poccuu, 1992 r.).

o PyxoBogsammuii gokymeHT "CpeactBa BbruuciautenbHoil TexHuku (CBT).
MexcereBbie akpanbl. 3ammura oT HCJ| k undopmaumu. Ilokazarenu
samuineHHoctd oT HCJI x undopmaruu" (I'ocrexkomuccust Poccuu, 1997
r.).

o PykoBomsmuii JOKyMEHT "3amura OT HECAaHKIMOHMPOBAHHOI'O JOCTyIa K
unpopmamuu. Yacte 1. Ilporpammuoe oOecrieueHue CpEACTB 3allMTh
uHpopmaruu. Krnaccudukanuss 1o ypOBHIO KOHTPOJIS  OTCYTCTBUS
HeJIeKJIapupoBaHHbIX Bo3MoxkHOcTe" (['octexkomuccust Poccuu, 1999 r.).

o PykoBomsmuii mokymenT "CrnenuaibHbie TPEOOBAHUS U PEKOMEHIAIUU TI0
TEXHUYECKOU 3amuTe KoHpuaeHnuanbHon napopmanuu" (I'octexxkomuccus
Poccuu, 2001 r.).

Tema 5. AJMHMHUCTpPAaTHBHBIH ypOBEHb oOecnedeHus HHGOPMALUOHHON
0€30MacHOCTH.
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AJMUHUCTPATUBHBIN YpOBEHb SBIISICTCS IPOMEKYTOUHBIM MEXTY
3aKOHO/IaT€IbHO-TIPABOBBIM u IPOrPaMMHO-TEXHUYECKUM YPOBHSIMU
(dopMupoBaHus pexUMa UHPOPMALIMOHHONW 0€3011aCHOCTH. 3aKOHBI U CTaHIapThI B
obnacth MH(OPMALMOHHOW  O€30IaCHOCTH  SBJISIOTCA  JIMIIb  OTHPAaBHBIM
HOpPMaTUBHBIM  Oa3ucoM  uH(popmauuoHHOW  OezomacHocTd.  OcCHOBOM
IPAKTUYECKOIO IOCTPOEHMS] KOMIUIEKCHONW CHUCTEMBbl O€30IaCHOCTU SIBIISIETCSA
aJIMUHUCTPATUBHBIN YpPOBEHb, OINPENECISAIONINI TJaBHbIE HAIpaBIEHUsS padoOT IO
3aluTe MHPOPMAIIMOHHBIX CHCTEM.
3ajayell aJIMHHHCTPAaTHBHOIO YpPOBHS SBJISETCA pa3paboTKa M peanu3anus
NPAKTHUECKUX MEpPONPUATHH 1O CO3AAHMIO CHUCTEMBl  HMH(OPMAIMOHHOU
0€30MMacHOCTH, YYUTHIBAIOMIEH OCOOCHHOCTH 3alllHIAaeMbIX HH()OPMAIIMOHHBIX
CHCTEM.

[Tonutrka 0€30MaCHOCTH — A3TO KOMIUIEKC MNPEAYNpPEIUTEIbHBIX MEp IO
o0ecrnedeHnto HH(HOPMALIMOHHON O€30MMaCHOCTH OpraHU3aluy.
OcHOBHBbIE HarnpaBJIeHUs! pa3pabOTKU MOJUTHKU O€30IaCHOCTH:

1. ompeneneHue oobeMa U TPeOYEMOro YpOBHS 3alIUThI JaHHbIX;

2. ompezelieHue posiel CyObeKTOB MHPOPMAIIMOHHBIX OTHOIIEHUH.

B cocraB aBTOMaTH3MpOBAaHHON MH(OPMALMOHHON CHUCTEMBI BXOAAT CIEIYIOIINE
KOMIIOHEHTBI:

e amNmapaTHbIE CPEJCTBA — KOMIBIOTEPHI U UX COCTaBHBIE YaCTH (TPOIECCOPHI,
MOHHUTOPBI, TEPMHUHAIbI, TepUPEepHiHbIE YCTPOWCTBA — JHUCKOBOJBI,
NPUHTEPHI, KOHTPOJUJIEPHI ), KaOeNn, JINHUHU CBSI3U U T. 11.;

e TMporpaMMHOE O0ecne4eHue — MPUOOPETEHHBIE MPOTrPaMMBbl, HCXOJHBIE,
OOBEKTHBIC, 3arPy30UHBIC MOJYJHU; ONMEPAMOHHBIC CHCTEMbI U CHUCTEMHBIC
nporpaMMbl  (KOMIOMJISTOPHI,  KOMIIOHOBIIMKH W ZIp.),  YTHJIHTHI,
JMArHOCTHYECKHE TTPOTPaMMBI U T. II.;

o JIaHHBIE — XpAHUMbIE BPEMEHHO M IOCTOSHHO, HA MAarHUTHBIX HOCUTEJSIX,
N€YaTHbIE, APXUBbI, CHCTEMHBIE XKYpPHAJIbI U T. [I.;

e IEPCOHAN — 00CITYKUBAIOIINNA EPCOHAI U TIOJIb30BATEIH.

Tema 6. Knaccuduxamus yrpos "undopmarmonton 6e3omnacHoctu". Bupycsl kak
yrpo3a uHGOpPMaITMOHHON O€30MaCHOCTH

VYrpo3a uHPOpMAIMOHHONW O0€30MaCHOCTH — 3TO MOTEHIHAIbHAs BO3MOKHOCTD
HapylleHuss pexuma HHPopMaluuoHHON  Oe3omacHocTu. [lpennamepenHas
peanu3anus yrpo3bl Ha3bIBAaeTCS aTakol Ha MH(OpMaMOHHYIO cucteMy. Jluiia,
MPEIHAMEPEHHO PEATM3YIOIINE YTPO3bI, SIBISIOTCA 3JI0YMBIIIJIEHHUKAMH.

Yrpo3sl MHPOPMALMOHHON 0€30MaCHOCTH KIACCU(DPUIMPYIOTCA TO HECKOJIbKUM
pU3HAKaM:

e IO COCTAaBJISIOIIMM HMHPOPMALMOHHON 0€30MacHOCTH  (JOCTYIMHOCT,
LEJIOCTHOCTh, KOHPUACHIINATIBLHOCTD), MPOTHB KOTOPHIX, B TIEPBYIO OUYEpeb,
HaIpaBJIEHbl YTPO3bL;

e IO KOMIIOHEHTaM HWH(OPMALIMOHHBIX CHCTEM, Ha KOTOpbIE YIPO3bI
HaleseHbl (JaHHbIE, TPOrPaMMBI, alapaTypa, IepcoHanN);

e MO XapakTepy BO3ACHCTBUS (ClydyaliHble WM MpEJHAMEPECHHbIC, EUCTBUS
IPUPOAHOTO WJIM TEXHOTEHHOT'O XapaKTepa);
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e MO PACHOJOXKEHUI0O UCTOYHUKA yrpo3 (BHYTPU WUIIM BHE paccMaTpUBAEMOM

HH(POPMAITMOHHON CUCTEMBI).

Opnum u3 Hanbosee pacHpoCTPAaHEHHBIX W MHOT0OOpa3HbIX CHOCOOOB
BO3JIEHCTBUSI Ha WHGOPMAIIMOHHYIO CHUCTEMY, MO3BOJISIONIMM HAaHECTU YIIEpO
T0001 M3 COCTaBIAIONIMX  HUHPOPMAIMOHHOM  O€30MaCHOCTH  SIBJISIETCS
HECAHKIIMOHUPOBAHHBIN TOCTYTI.

CoBpeMEHHBIN KOMITBIOTEPHBIN BUPYC — 3TO MPAKTUYECKA HE3aMETHBIN JJIS
OOBIYHOTO TIOJIB30BaTENS "Bpar", KOTOPBINA MOCTOSTHHO COBEPIICHCTBYETCS, HAX OIS
BCE HOBBIE M 00Jie€ M3OUIPEHHBIE CHOCOOBI MPOHWKHOBEHHUS HAa KOMIIBIOTEPHI
IIOJI30BATEIICH.

[IpuBenemM oaHO u3 OOLIECHPUHATHIX OMNpPEACICHUN BHUpYyca, COAEpKalieecs B
['OCTe P 51275-99 "3amuta undopmanuu. O0bekT uHPpopMaTH3au. DaKTOpPHI,
BO3JIcicTBYyIOIIME Ha HpOopMaluio. O01Me moyioxeHus".
[IporpaMMHBII  BUPYC — OTO HWCIOJHAEMBIA WIM  HUHTEPIPETUPYEMBIN
NpPOrpaMMHBIM KO,  OOJaJarmoImMii  CBOWCTBOM  HECAHKIIMOHMPOBAHHOTO
pacrpoCTpaHEHUsT U CAMOBOCIIPOM3BENCHUS B aBTOMATU3UPOBAHHBIX CHCTEMAX
WU TEIEKOMMYHHMKAIIMOHHBIX CETAX C ILEIbI0 HM3MEHHUTh WIH YHHUUYTOXKUTH
mporpaMmMHoOe o0ecriedeHre W/WiK JaHHbIe, XPaHAIIMECsS B aBTOMaTU3UPOBAHHBIX
CUCTEMAX.
[o cpene "obuTtanus" BUPYCHI AENATCA Ha:

o (pailnoBeIe;

e 3arpy304HBbIE;

e MaKpOBHPYCHI;

o CETEBBIC.
@ailnioBble  BUPYChl ~ BHEAPSIIOTCA B BbINOJHsAEMble  (aitnbl  (Hambosee
pacrpoCTpaHEHHBIN TUI BUPYCOB), JIMOO CO31al0T (paitiabl-IBOMHUKHN (KOMITAaHBOH-
BUPYCHI), JTHOO UCIOJIB3YIOT 0COOEHHOCTH opranu3anuu ¢ainoBoi cuctemsl (link-
BHUPYCHI).
3arpy30uHble BUPYCHI 3aMUCHIBAIOT ce0s1 MO0 B 3arpy304HbIil ceKTop nucka (boot-
CEKTOp), JIMOO B CEKTOpP, COAEPX AIIMK CHCTEMHBIN 3arpy3ydK *KECTKOTO JHMCKa
(Master Boot Record), nu6o MeHSIIOT yka3zatenb Ha aKTUBHBIN boot-ceKTop.
MakpoBupychl — 3apakaroT  (HaiIbI-TIOKYMEHTBI U JJCKTPOHHBIE  TaOJMIIBI
MOMYJISIPHBIX OPUCHBIX MPHIIOKEHUH.
CereBble BUPYCHI HCIOJB3YIOT IJIi CBOETO PACHpOCTPAHEHUs MPOTOKOJIBI WITU
KOMaH/Ibl KOMIIBIOTEPHBIX CETEH U DJIEKTPOHHOMU MOYTHI.
CymectByer OOJNbIIOE KOJMYECTBO COYETAaHMW — Hampumep, ¢GaiaoBo-
3arpy304Hble BHUPYCHI, 3apa)kaloliue Kak ¢aiibl, TaKk W 3arpy30dHble CEKTopa
JIMCKOB.
K "TposiHckuM" mporpamMmam OTHOCSITCS MPOTPaMMBbl, HAaHOCSUIUE Kakue-Tuoo
pa3pymuTenbHbIe JACHCTBUS B 3aBUCUMOCTH OT KAKUX-JIMOO YCIIOBUN. Y THIIUTHI
CKPBITOTO aMUHUCTPUPOBAHUS SIBIISIIOTCS Pa3HOBUIHOCTHIO "TMOornueckux OomO"
("TpostHCKMX TIporpaMm"), KOTOpBIE HCIOIB3YIOTCS 3JI0YMBIIUICHHUKAMU IS
YIAJICHHOTO  aJIMUHUCTPUPOBAHMS KOMIIBIOTEpOB B ceTH. [lomumopduk-
TE€HEepPaTOpPbl, KaK U KOHCTPYKTOPbI BUPYCOB, HE SIBISIIOTCS BUPYCaMH B IMPSIMOM
CMBICIIC 3TOTO CJIOBA, MOCKOJBKY B HMX QJTOPUTM HE 3aKJIaJbIBAIOTCS (DYHKITUH
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Pa3MHOXEHUS, T. €. OTKPBITHS, 3aKPBITUS W 3aMUCU B (DAMIIBI, YTCHUS U 3aIHCH
CEeKTOpPOB M T. 1. I'nmaBHOM (yHKIMEH MOJO00HOrO pojia MporpamM SIBISETCS
murdpoBaHUe Tella BUpyca U FeHepalisi COOTBETCTBYIOIIETO paciinpOBIIHKA.

Tema 7. AHTUBHUpYCHBIE MPOTpaMMbI, OCOOEHHOCTH HX paboThl. OcoOeHHOCTU
oOecrieueHus: UHOOPMAITMOHHON 0€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX.

AHTHUBHpYCHasi MNporpaMMma — MpOrpaMma, MpeJHAa3HAYECHHAs i1 IOHUCKa,
OOHapyXeHMsI, KIacCUPUKAMU ¢ yAAJCHUS KOMIIBIOTEPHOTO BHUpyca H
BUPYCOMOJOOHBIX IPOTPaMM.

CampIMH  TIONYJSAPHBIME ¥ 3(PGEKTUBHBIMA aHTHUBUPYCHBIMH TIPOTpaMMaMH
ABJISIIOTCSL  aHTUBHpYCcHble ckaHepbl, CRC-ckanepsl (peBuzopsbl). CyliecTBYIOT
TaK)K€ aHTUBHPYCHI OJTOKUPOBIIUKN U UMMYHU3ATOPHI.

KauecTBO aHTUBUPYCHOM MPOTrpaMMbl OIpPENESETCS] HECKOJIbKUMHU (haKTOPAMHU.
[IepeunciiiM UX MO CTENEHU BaKHOCTH:

« HagexHocTs n yao0cTBO pabOTHl — OTCYTCTBHE "3aBUCaHUI" aHTUBHpYCA U
IPOYMX TEXHUYECKUX MPOoOsIeM, TPeOYIOIINX OT MOJIb30BATENs CIEIHATbHOM
IOJTOTOBKH.

o KauecTtBo 00HapykeHuss BHUPYCOB BCEX pPACIpPOCTPAHEHHBIX THIIOB,
CKaHMpPOBAaHUE BHYTPU (PaiIOB-IOKYMEHTOB/TA0NHI, YHIAKOBAHHBIX U
apXuBUpOBaHHBIX  (aitnoB. OtcyTcTBUE  "JTOXKHBIX  cpaOaThIBaHUM'.
B03MO0KHOCTB JIeUeHUS 3apa’KEHHBIX 0OBEKTOB.

o CylecTBOBaHHE BEpPCUM aHTHBUpPYCA MOJ BCE MOMYJAPHbIE MIAT(HOPMBI
(DOS, Windows, Linux u T. 1.).

o B03MOXHOCTH CKAHHUPOBAaHME "HAJIETY".

o CyIecTBOBaHME CEPBEPHBIX BEPCUI C BO3MOKHOCTBIO a/IMUHUCTPUPOBAHUS
CETH.

o Cxopoctb paboTHI.

CereBble CUCTEMBI XapaKTEpPHBI TEM, YTO HapAIy C JIOKAJbHBIMU yTPO3aMH,
OCYLIECTBIISIEMBIMU B MpEAEIaxX OJHOW KOMIIBIOTEPHOW CHCTEMBI, K HHUM
OPUMEHUM creuu(puueckuid BUA YIpo3, OOYCIOBIEHHBIH pacHpeaeleHHOCThIO
pecypcoB M MH(pOpMAIMU B MPOCTPAHCTBE. DTO TAaK HA3bIBAEMbIE CETEBBIC WM
yIAJIEHHBIE YTPO3bI.

Oco0OEHHOCTH BBIYMCIUTEIBHBIX CETEN U, B MIEPBYIO OUYEPE/ib, MO0ATBHBIX,
MPENONPENEAIOT HEOOXOAUMOCTh HCIONb30BaHUS CIEUU(PUUECKUX METOJO0B U
CPEJICTB 3alllUThI, HAPUMED:

¢ 3allIMTA MOAKIIOYEHUHN K BHEIIIHUM CETSIM;

e 3alllUTa KOPHOPATUBHBIX MOTOKOB JAHHBIX, MEPEJABAEMbIX MO OTKPBHITHIM
CeTsIM;

¢ 3aIMTAa MOTOKOB JAHHBIX MEXKIY KIUEHTAMU U CEPBEPAMH;

o oOecmnieueHre 0€30MaCHOCTH PACTIPECIICHHON MTPOTPAaMMHOM CPEIbI;

e 3aIIWTa BaXKHEHIINX CEPBHUCOB (B mepByto ouepenn — Web-cepsuca);

o ayTEHTU(UKALMS B OTKPBITHIX CETSIX.
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Tema 8. Krnaccuduxamus yganeHHBIX yrpo3 B BBIUMCIUTEIBHBIX CETAX, HX
XapakTepucTuka. Mexanusmel ooecriedeHus "MHPpopMamOHHOM 0€30MacCHOCTHY.

[lean ceTeBoil 0€30MACHOCTH MOTYT MEHSTBHCS B 3aBUCUMOCTH OT CUTYallMH, HO
OCHOBHbIE 1€  OOBIYHO  CBSI3aHBI C  OOECIEUEHHEM  COCTaBJISIOIIMX
"uHpOpMaAITMOHHON O€301TaCHOCTH "
1. 1ENOCTHOCTH NaHHBIX;
2. KOH(PUACHITMATHHOCTH JaHHBIX;
3. IOCTYITHOCTH JaHHBIX.
YnaneHHas yrpo3a — TOTEHUUAJIbHO BO3MOXKHOE HWH(GOPMAIMOHHOE
paspyliaromniee BO3JCHCTBHE HA PACIPENCICHHYIO BBIYHCIUTEIBHYIO CETh,
OCyIIECTBIsIeMasi IPOTPAMMHO IO KaHaJlaM CBS3H.
VY naneHHble yrpo3bl MOXKHO KJIACCH(PUIMPOBATH MO CIEAYIOIIUM ITPU3HAKAM.
ITo xapakTepy BO31EHUCTBUS:
« nmaccuBHbIe (Kiacc 1.1);
o akTuBHBIE (K1acc 1.2).
o [Ilo nenu Bo3aeicTBuS:
e HapyllleHne KoHPuAeHIHaIbHOCTH HpopMalmu (kiacc 2.1);
e HapyllIeHHE LIeTOCTHOCTU uHpopmaIuu (kiacc 2.2);
e HapyIIeHHE JOCTYMHOCTH uHpopManuu (paboOTOCTIOCOOHOCTH
cucrembl) (kmace 2.3).
o« Ilo ycrnoBuio Havyasa oCyIIeCcTBICHUS BO3ACHCTBHS
VYnaneHHoe BO3ACHUCTBHE, Takke Kak W J000€ Apyroe, MOXKET HauyaTh
OCYIICCTBIATBCA  TOJABKO  TPH  ONpPEICNEHHBIX  YyCIOBUAX. B
BBIYHMCIIUTEILHBIX CETAX MOXHO BBIACIUTH TPH BHIA YCIOBUH Hadaa
OCYIIIECTBIICHUS YAJIEHHON aTaKu:
¢ araka 110 3ampocy OT aTaKkyemMoro oobekra (kiacc 3.1);
e aTaka Mo HACTYIUICHHUIO OKUJIAEMOTO COOBITHSI HA aTAKyeMOM OOBEKTE
(xmacc 3.2);
o OesycrnoBHas aTtaka (kmacc 3.3).
o [lo Hanmuuro oOpaTHOM CBSI3U C aTAKyEMbIM OOBEKTOM:
e ¢ 00OpatHOi1 cBs3bIO (Kiacc 4.1);
o 0e3 00paTHOU CBs3M (O HOHAMpPABIICHHAS aTaka) (kiacc 4.2).
 Ilo pacnonoxeHuto CyObEKTa aTakil OTHOCUTEIHHO aTaKyeMOro 00beKTa:
e BHYyTpHUcCermMeHTHoe (kiacc 5.1);
e MeXcermMeHTHoe (Kiacc 5.2).
o Ilo yporHto moaenu ISO/OSI, Ha KOTOPOM OCYIIIECTBIISIETCS BO3ACHCTBUE:
o (usnueckuii (kinacc 6.1);
o KaHaNbHBIN (KJacc 6.2);
« ceTreBoi (kiacc 6.3);
e TpaHCHOPTHHIN (Kiacc 6.4);
e ceaHCOBbIH (kacc 6.5);
e TMpeICcTaBUTENbHBIN (Kiacc 6.6);
o MpUKIaAHON (K1acc 6.7).
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OO6mast mporienypa uaeHTU(DHUKAIMY ¥ ayTeHTU(DHUKAITMN TIOJIb30BaTEIs TIPU
€ro JOCTyIlleé B 3alIUIICHHYIO HWH(OPMAIIMOHHYIO CHCTEMY 3aKJIo4aeTcs B
CJIETYIOIEM.

[Tonb3oBaTenb MPEAOCTABIAECT CUCTEME CBOW JIMUHBIA UIECHTU(UKATOP
(HanpuMep, BBOAMUT IMapoJib WM MPEAOCTaBIACT Najiel] s CKaHUPOBaHUS
oTneyatka). Jlamee cucremMa CpaBHUBAET MOJIYYEHHBIN UIAECHTU(HUKATOP CO BCEMHU
XpaHsimuMucs B ee 0Oaze wuaeHtudukaropamu. Eciaum pesynpTaT cpaBHEHUS
YCHEIIHbIA, TO TMOJb30BAaTEIb IMOJY4YaeT JOCTYIl K CHCTEME B paMKax
YCTAHOBJIEHHBIX MOJIHOMOYMH. B ciiyyae oTpumiaTenbHOro pesyJibTaTa CUCTEMa
coobmaer 00 ommubOke M mpeIaraeT MOBTOPHO BBECTH uaeHTH(]ukaTop. B Tex
Clly4asiX, KOTJla IMOJb30BaTelb MPEBBIIACT JUMHUT BO3MOXHBIX MOBTOPOB BBOJA
uHbopMaluu (OrpaHUYEHUE Ha KOJIMYECTBO MOBTOPOB SBIAETCSA 00S3aTENbHBIM
YCIOBUEM JJI1 3alUIIEHHBIX CHUCTEM) CHCTEMAa BPEMEHHO OJIOKHpYyeTCs U
BBIIAETCS COOOIICHHE O HECAHKLUHMOHUPOBAHHBIX AEHCTBUSX (IPUUEM, MOKET
OBbITh, U HE3aMETHO IS I10JIb30BATEIS).

Ecnu B mpouecce ayTeHTU(PUKALUU TOJIMHHOCTh CYObEKTa YCTaHOBJICHA,
TO CHCTEMa 3allMThl HH(GOPMALMU JOJKHA OINPEAEIUTh €ro IMOJHOMOYUs
(COBOKYMHOCTh IIpaB). OTO HEOOXOIUMO JJIsi MOCJEAYIOIIErO0 KOHTPOJS U
pasrpaHu4eHMs TOCTyIa K pecypcam.

B nenom ayrenTudukanus no ypoBHIO HMH(OPMAalMOHHONW O€30MacHOCTU
JIEUTCS Ha TPU KaTE€rOpHUU:

1. Craruueckas ayTeHTU(DHUKALNSA.

2. YcroiumBas ayTeHTU(DUKALINS.

3. IlocrosiHHas ayTeHTUDUKALINSA.
B T'OCTe P 50739-95 "CpencrtBa BBIYMCIUTEIBHOW TEXHHWKW. 3alldTa OT
HECAaHKIIMOHUPOBAHHOTO  JOCTynma K uHpopManuu" W B JOKYMEHTax
['ocrexxomuccuu P® onpenenensl 18a Buia (IpUHIIUIA) PA3TPAHUYCHUS IOCTYTIA:

1. nuckpeTHOE yrnpaBieHUE TOCTYIIOM;

2. MaHAaTHOE YIIpaBJIEHUE JOCTYIIOM.
JluckpeTHOe ynpaBieHHE JOCTYIIOM MPEICTaBIseT OO0 pasrpaHMYeHue JOCTYIa
MeX/1y TOMMEHOBAHHBIMH CyOBEKTaMU U MOMMEHOBaHHBIMU 00beKTaMH. CyOBEeKT
C ONpPEJIETICHHBIM MPABOM JIOCTYIIa MOXKET MepeAaTb 3TO MPaBo JOOMY IPyromy
cyObekTy. [laHHBIA BUA oOpraHusyercss Ha 0a3e METOAOB pasrpaHUUYEHUsS IO
CIUCKAM WUJIM C TIOMOUIBIO MAaTPHUIIBI.
MaHngaTHOe ympaBi€HHWE JOCTYIIOM OCHOBAaHO Ha COIOCTAaBICHUM METOK
KOH(HIEHIIMATbHOCTH UH(POpPMAaLIUU, coepxalieiics B o0bekTax ((ailyibl, mankw,
PUCYHKH) M O(UIMAIBHOTO pa3pelieHus (Aomycka) cyObeKTa K HHpOpMaluu
COOTBETCTBYIOILIETO YPOBHS KOH(UIEHINATBHOCTH.
[Ipy BHUMATENTHHOM pPAcCCMOTPEHHMHM MOXHO 3aMETUTh, YTO JIHUCKPETHOE
YIOPABJIEHHE JOCTYIOM €CTh HHUYTO HMHOE, KaK IPOU3BOJIBHOE YIPABICHUE
noctynom (o "OpanxeBoil kaure CIHIA"), a MaHaaTHOE ynpaBieHUE peaanu3yer
NPUHYIUTEIBHOE YIPABICHUE TOCTYTIOM.
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4.3.2. Cooeprcanue npakmuyeckux 3aHAmuil no OUCUUNIUHe.

Tema 1. Beeaenue B nucuuiuinHy «IIpaBoBbie OCHOBBI HH(OPMAITMOHHOMN
oe3onacHocTny. Cocrapistomue HHHOPMAITMOHHON O€30IMaCHOCTH.

B uem 3axnrogaetcs npobiiema nHPOpMaIMOHHOM 0€301aCHOCTH?

Hatite omnpenenenue mnoHaTthio "[IpaBoBbie OCHOBBI HH(GOPMAIMOHHON
Oe3onacHocTH'.

Kakue omnpenenenuss wHGOPMANMOHHON O€30MacCHOCTH TPUBOMITCS B
"Konnenmuu wuHGOpMaIMOHHON 0€30MacHOCTH CeTed CBS3U  0OIIEero
nonb3oBanusi Poccuiickoit @enepanuu’?

Yto noHumaeTcs noj "KoMIbIOTEPHON 0€3011aCHOCTHIO"?

Cocrapmstomue nHPOPMAITMOHHOW 0€30MTaCHOCTH.

[lepeuncnure cocTapistonie UHPOPMAITMOHHON OE30MTaCHOCTH.
[IpuBenuTe onpeeneHue T0CTYMHOCTA HH(OPMAITUH.

[IpuBenuTe onpeneneHue MeJIOCTHOCTH HHPOPMAIIUH.

[IpuBenuTe onpenenenre KOHPUACHIIUATHLHOCTA UH(POPMAITUH.

Kakum o0Opa3oM  B3aWMOCBSI3aHBI ~ MEXJIy CO0OM  cOCTaBIsIOIINE
uH(OPMAITMOHHON 6€30MacCHOCTH?

Tema 2. Cuctema GpopmMupoBaHus pexumMa HHPOPMAIIMOHHOM 0€3011aCHOCTH.
HopwmatuBHo-1IpaBoBble 0OCHOBBI MH(OPMAIMOHHOW Oe30macHOCTH B PO.

1.

N

Nogbkow

8.

9.

[lepeuuncnure 3agaun UHGOPMAITMOHHON OE30MMaCHOCTH OOIIECTBA.
[lepeunciure ypoBHM  (QOpMUpOBaHUS  pexuMma  HMHPOPMALMOHHON
0€30MacHOCTH.

JlaiiTe KpaTKyl0 XapaKTEPUCTUKY 3aKOHOIATEIbHO-TIPABOBOTO YPOBHS.
Kakue norypoBHU BKJIHOYAET MPOTPAMMHO-TEXHUYECKUN YPOBEHB?

UTo BKIIIOYAET aIMUHUCTPATUBHBIN YPOBEHB?

B ueM 0c00E€HHOCTH MOPaTLHO-3TUYECKOTO MOAYPOBHS?

[lepeuniciure OCHOBOIONATAIOIIUNE JOKYMEHTHI 1O HWHGOPMAIIMOHHON
0€30I1aCHOCTH.

[ToHsiTME TOCYAAPCTBEHHOW TAMHBI.

Uto noHUMaeTcs MoJi CPEACTBAMHU 3aLUTHI TOCYAaPCTBEHHOW TAHBI?

10.OcHoBHBIE 3adayu HWHQPOPMAIMOHHON O€30MacHOCTH B COOTBETCTBHUU C

Konuemnmuen HanmonaiabHou 0e3omnacHocTu PD.

11.Kakue KaTeropuum TOCYIAPCTBEHHBIX HH(POPMAIMOHHBIX  PECYpPCOB

onpenesniensl B 3akoHe "OO0 wuHdopmanuu, mHPOpMaTH3aMK M 3aIIUTE
uHpopmaruun"?

12.Kakasi OTBETCTBEHHOCTh B YTOJIOBHOM Kojekce P®D mpemycmorpena 3a

CO3JIaHHE€, HCIIOJb30BAaHWE W PACHPOCTPAHCHHE BPEAOHOCHBIX IIPOrpaMM
g DBM?

Tema 3. Cranmaptsl uHbopMamoHHo# 0e3onacHoctu: "OOmMe kpurepun'.

1.
2.

Kakwue Bunbl TpeboBanuii BkitouyaeT cranaapt ISO/IEC 154087
Yem oTnnyaroTcs QyHKIMOHATbHBIE TPEOOBaHUS OT TpeOOBaHUI OBEpUsI?
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3. B uem 3akmiouaercss uepapxXxvueCKMid NPUHIHUN "KJIacC — CEMEHCTBO —
KOMIIOHEHT — 3JIEMEHT"?

4. KakoBa 1enb TpeOOBaHWM IO OTKa30yCTOMYMBOCTH HMHGOPMAILIMOHHBIX
cucrem?

5. CKOIBbKO KIaccoB GyHKIMOHAIBHBIX TPEOOBAHUMN?

Tema 4. Cranaaptbl HHPOPMAIIMOHHON 0€30MaCHOCTU PaCHpE/IeIEHHBIX CHUCTEM.

CrangapTsl nHDOPMAITMOHHON Oe30macHOCTH B PD.

1. JlaiiTe XapakTEpUCTUKY COCTABJISAIONINX "MH(DOpMAIIMOHHONW Oe30macHOCTH"
MPUMEHHUTENIHHO K BBIYUCITUTEIBLHBIM CETSIM.

2. Ilepeuncnute OCHOBHBIC MEXAHU3MBI O€30MTACHOCTH.

3. Kakne wmexanm3Mbl 0€30MaCHOCTH HCHOJB3YIOTCS Uil oOecreueHus
KOH(UIEHIIUATIBHOCTU Tpaduka?

4. Kakue MexaHu3Mbl O€30MaCHOCTH HCIOJIB3YIOTCS Il  0OecreueHus

"HEOTKa3yeMOCTH" CUCTEMBI?

UTto nmoHuMaeTcs o1 aIMUHUCTPUPOBAHUEM CPEJICTB O€30MacHOCTH?

6. Kakue Buabl M30BITOYHOCTH MOTYT HMCIOJB30BAThCS B BBIYUCIUTEIHHBIX
ceTsax?

7. Ckompko kmaccoB 3amumieHHocty CBT or HCJ x unHbopmaiuu
ycranaBiauBaer PJ[ "CBT. 3ammra or HCJ] x undopmaruu. Ilokazarenu
samuieHHocty ot HC/I k undopmanuu"?

8. Haiite xapakrepuctuky ypoBHsM 3amuTel CBT ot HC/I x urdopmarmu mo
PJ] "CBT. 3amura or HCJI x uadopmanuu. Ilokazatenu 3ammieHHOCTH OT
HCJ k unpopmanmu"?

9. Knaccel 3ammmennoctd AC ot HCJ[ mo PJI "AC. 3amura or HCJ] k
unpopmaruu. Krnaccupukauuss AC wu  TpeboBaHMS 1O  3aIIUTE
uHdopmarun'.

10.Kakne xmaccel 3ammiieHHBIX AC or HCJ| nmomxHbl oOecrneuyuBaTh
UJCHTU(UKAINIO, TTPOBEPKY MOMJIMHHOCTH M KOHTPOJIb JIOCTYMa CYOBEKTOB
B CUCTEMY"?

o1

Tema 5. AJMUHUCTpAaTUBHBIM YpOBEHb obOecrnedueHus WHGOPMAIIMOHHON
0€30IaCHOCTH.

1. Henu  w  3agaud  aJAMHMHHCTPATMBHOIO  YPOBHS  OOecredyeHus
MH(OPMAITMOHHON O€301TaCHOCTH.
CopeprkaHve aIMUHUCTPATUBHOTO YPOBHSI.
JlaiiTe onpezenenye NOIUTUKA O€30MaCHOCTH.
Hamnpanenust pa3paboTKu MOAUTUKHA OE€30MaCHOCTH.
[lepeuncnure cOCTaBHbIE 3JIEMEHTHI ABTOMATU3UPOBAHHBIX CUCTEM.
CyObexTsl MHPOPMAIMOHHBIX OTHOIIEHWH W MX POJIM TPH OOCCIICUCHUH
nH(OPMAITMOHHON OE30MTaCHOCTH.

Uk wn

Tema 6. Knaccuduxamus yrpos "undopmarmonnon 6e3onacHoctu". Bupychl kak
yrpo3a HuH(pOpMaIMOHHOW O€30MaCHOCTH
1. Tlepeuncnute K1acchl yrpo3 HHGOPMAIIMOHHON OE€30MaCHOCTH.
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2. HazoBuTe mpHUMHBI ¥ UCTOYHUKM CIy4YaillHBIX BO3JCHCTBUI  Ha

UH(OPMAIMOHHBIE CUCTEMBI.

JlaliTe XapaKTepuCTUKY IIPEeIHAMEPEHHBIM YyIrpo3aMm.

[lepeuncnure KaHAIbl HECAHKIIMOHUPOBAHHOTO JTOCTYIIA.

B uem ocobenHocTth "ympexparomiei" 3amuTbl B MHGOPMAIIMOHHBIX

CUCTEMaX.

6. Ilepeuncnure KinaccuPpuKalMOHHBIE MPU3HAKKA KOMITBIOTEPHBIX BUPYCOB.

7. Oxapakrtepu3syiite (hailIoBbIi U 3arpy30YHBINA BUPYCHI.

8. B dem 0coOEHHOCTH PE3UICHTHBIX BUPYCOB?

9. ChopmynupyiiTe MpU3HAKH CTEIIC-BHPYCOB.

10.Tlepeuncnure AECTPYKTUBHBIC BO3MOKHOCTH KOMITBIOTEPHBIX BUPYCOB.

11.TTosicaute camomudpoBaHUE W MOJUMOP(PUYHOCT, KAk CBOMCTBA
KOMITBIOTEPHBIX BUPYCOB.

ok w

Tema 7. AHTUBHUpYCHBIC NPOTPAMMBbI, OCOOEHHOCTH HMX paboThl. OCOOEHHOCTH

oOecrieueHus: UHOOPMAITMOHHON O€30MaCHOCTH B KOMITBIOTEPHBIX CETSX.

[TosicHuTe NOHATHUSA ""CKaHUPOBaHKE HAJIETY'" U ""CKaHMPOBAHUE TI0 3aIpocy".

[lepeuncnure BUIbI AHTUBUPYCHBIX MIPOTPaMM.

OxapakTepu3yiTe aHTUBUPYCHBIE CKAaHEPHI.

[TpuHIUTIBI PYHKITMOHUPOBAHUS OJIOKUPOBIIUKOB U UMMYHHU3aTOPOB.

Ocobennoctu CRC-ckaHepos.

B dem cocToaT 0cOOEHHOCTH ABPUCTUUECKUX CKAHEPOB?

Kakue (akTopsl onpenesnsitoT KauecTBO aHTUBUPYCHOM MPOTrpaMMBbI?

OcobOenHoctu oOecrieueHus MH(OPMAIMOHHOU 0e30MacHOCTH

KOMITBIOTEPHBIX CETEH.

9. MaiiTe onpeneneHue MOHATHA "ynaneHHas yrposa'.

10.OcHoBHBIC 1111 HTHHOPMAITMOHHON 0€30IMaCHOCTH KOMITBIOTEPHBIX CETSX.

11.B  uyem 3akmrouaercs crenupuka METOJOB HM  CPEACTB  3allUTHI
KOMIIBIOTEPHBIX CETEH?

12.TTosicanTe oHsATHE "TII00ATbHAS ceTeBas aTtaka', MPUBEAUTE IPUMEPHI.

Nk wWDE

Tema 8. Krnaccudukamus yJnaneHHBIX yIpo3 B BBIUMCIUTEIBHBIX CETIX, HX

XapakTepUCTHKA. MexaHu3Mbl oOecriedeHus "MHPOPMAIIMOHHOM 0€301MaCHOCTI.
1. Tlepeuncnure KIacchl yIalIeHHBIX YIPO3.
2. Kak xnmaccuuuupyroTces yaaaeHHbIe yTpo3bl "TIo XapakTepy Bo3aeicTBus"?
3. OxapakrtepusyiTe yaajieHHbIe yIpo3bl MO e BO3AeCTBUS" .
4. Kak kiaccuuuupyroTcs yaajleHHbIE YIpo3bl "0 pacloioKEHUI0 CyObeKTa

1 00bEKTa yrpo3bl"?

JaiTe onpeneneHne MapupyTru3aropa.

Uto Takoe moACEeTh U CErMeHT ceTu? UeM OHU oTInYaroTcs?

7. MoxeT 1M nacCMBHas Yrpo3a NPHUBECTH K HApPYLICHUIO LEJIOCTHOCTH
uHdopmarumn?

8. Uro moHumaeTcs noja uAeHTU(PHUKAIUEH MOIb30BaTeNsA?

9. Yrto moHuMaeTcs noj ayTeHTU(PHUKAIMEH Monb3oBaTenei?

10.ITpumenum 11 MexaHu3M uaeHTUuKanuu K nmpoueccam? Iouemy?

o u
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11.Tlepeuncnure BO3MOXKHBIE HACHTU(GUKATOPHI MPU pean3aluyd MEeXaHW3Ma
UJEeHTU(PUKAITIY.

12.Tlepeuncnure BO3MOXKHbBIE UACHTU(GUKATOPHI MPU pealn3alud MeXaHu3Ma
ayTeHTU(PUKALINH.

13.Kakoit u3 MexaHu3MoB (ayTeHTH(UKanMs Wik WAeHTUUKaIusi) Oosee
HaziexHbIi? [Touemy?

14.B yem 0COOEHHOCTH TUHAMUYECKON ayTeHTU(UKAIUN?

15.0nummnTe MEXaHu3M ayTeHTU(UKAIIH MTOJIb30BaTEs.

16.Yto Takoe "37eKTpOHHBIN KITt04"?

17.Tlepeuncnure BUIABI ayTeHTU(UKAIMKU TIO YPOBHIO HWHGOPMAIIMOHHON
0€30MacHOCTH.

18.Kakoit u3 BuIOB ayTeHTU(uKarmu (yCcToWuuBas ayTeHTHU(UKALUS WIN
MOCTOSIHHAS ayTeHTU(UKaus1) O0Jee HaleKHbII?

Tema 9. Omnpenenenue u copepKaHUe PETUCTPALMU U ayJuTa UH(YOPMALIMOHHBIX

cucteM. MexxceTeBoe SKpaHUPOBAHUE.

Ha yem 0CHOBaH ME€XaHU3M pErucTpanun?

Kakue coObITHS, CBsI3aHHBIE ¢ O€30M1aCHOCTHIO, OAJIEKAT PETUCTpALUn?

YeM 0TIIMYAIOTCS MEXAHU3MBI PETUCTPAllUH U ayauTa’?

JlaiiTe onpezenenne ayauTa cCOObITHI HHPOPMAMOHHON CUCTEMBI.

YTO OTHOCUTCA K CPEACTBAM PETUCTPALIMU U ayauTa’?

Yro Takoe peructpaioHHbli KypHan? Ero ¢popma.

YT0 MOHUMAETCS MO MOTO3PUTEIIBHON AKTUBHOCTBIO?

Kakue sTansl npeaycMaTpuBaOT MEXaHU3Mbl PETUCTPALIUY U ayIUTa?

Oxapakrepusynre W3BECTHBIE METO/IbI ayauTa 0e30macHOCTH

MH(POPMAILIMOHHBIX CUCTEM.

10.B gem 3akmrouaeTcss MEXaHU3M MEKCETEBOT0 SKPaHUPOBAHUS?

11.lafiTe onpeaecHue MEKCETEBOTO IKpaHa.

12 TTpuHiun  QyHKIIMOHUPOBAHUS MEXKCETEBBIX OJKPaHOB C (uiIbTparuei
IIAKETOB.

13.Ha ypoBHe KakuxX MpOTOKOJIOB pPabOTaET ILII03 CEAaHCOBOTO YPOBHS?

14.B yeM 0COOEHHOCTh MEXCETEBBIX IKPAHOB IKCIIEPTHOTO YPOBHSI?

oCcoNORODE

5. O0pa3oBare/ibHbIE TEXHOJIOTHHU

OO6pa3oBaTesbHbIC TEXHOJOTHUH, UCIIOIB3YEMbIE TIPH peaU3alMU PA3IMYHBIX
BUJIOB y4eOHOM pabOThl MO JUCHUIUIMHE, TMPEeIyCMaTPUBAIOT IIUPOKOE
UCIIOIb30BaHUE B Y4EOHOM TIpOIlecCe KaK KJIACCHYECKUX, TaK U AKTUBHBIX U
MHTEPAKTUBHBIX (DOPM MPOBEACHUS 3aHATHHN:

—  YTCHHUE JICKLMH;

— NOPaKTUYECKUE 3aHATHS.

N3ydyeHne OTHENBHBIX pA3JEIOB AUCHHMIUIMHBI MPOBOAUTCA B  TaKOU
MOCJIEI0BATEIbHOCTH
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a) 03HAKOMJICHHE C COJICPKAHUEM TeM TI0 pabouel mporpamMmme;

0) u3ydeHue CrernuaabHON TUTepaTyphl, KOHCIIEKTUPOBAHNE MaTepraa,
B) KOHCYJIBTAIIUS C TIPETIOIaBaTeleM;

I') CAMOCTOSITEIIbHOE H3JI0KECHHUE TTPOOIICMBI.

6.YueOHO-MeTOIMUECKOE 0OecIieueHre CAMOCTOSITEILHO padoThI
CTYAE€HTOB.

CamocTosiTenbHas paboTa CTyJJeHTOB HalpaBlieHa Ha PEHICHUE CIIETYIOIINX
3a7a4: - paCIIMPEHUE W 3aKpPCIUICHUE 3HaHWM, TONYYCHHBIX HA JICKI[MOHHBIX,
NPAaKTUICCKHUX 3aHATHSIX;

- BBIpA0OTKAa y CTYACHTOB HHTEpeca K CaMOCTOSITEIbHOMY IIOUCKY H
PEIICHHUIO TPOOJIEMHBIX BOIIPOCOB U 33]1a4;

- pa3BUTHE HABBIKOB pabOTHI ¢ YU€OHOW U JOTOTHUTEIBHOU JIUTEPATypOr U
UCTOYHHUKAMU;

- IPUBJICUYEHUE CTYICHTOB K HAYYHO-HCCIIeI0BaTEIbCKON paboTe;

CamocrosiTenpbHas paboTa MPOBOIUTCS B cleayromeld Qopme: HamucaHue
JIOKJIQJI0B HA CEMUHAPCKUE 3aHSITHA.

Bupl 1 OpsAI0K BBITIOTHEHUST CAMOCTOSTEIbHON PaOOTHI:

1. 3yueHne peKOMeH0BaHHOH! JINTEPaTYPHI.

2. TTouck TOTOJTHUTENBHOTO MaTepuana.

3. [loaroroBka Kk 3auery.

Ne Bun camocrositensHO# paboTh Bun xkoHTpONIS VY4eOHo-
METOINYECKOE
o0ecrnieyeHne
1. | 3y4yeHue pekoMeH10BaHHOM KoHTponbHsli onpoc CwMm. paznpensr 7,8
JUTEPaTyphl JTAHHOTO TOKYMEHTA
2. | [Touck MOTOHUTEIIEHOTO MaTepraia KoHnTtposnbnblii onpoc Cwm. paznenst 7,8
JTAHHOTO JOKYMEHTa
3. | [loaroroBka k 3a4ery KonTtposnbnblii onpoc Cwm. paznenst 7
JTAHHOTO JOKYMEHTa

Tekymui KOHTpPOJIb: KOHTPOJIBHBIM OIPOC, OLIEHKA Ha NPaKTUYECKOM
3aHATUM. TeKylui KOHTPOJIb YCIIEBAEMOCTU OCYILECTBIIETCS HENPEPBIBHO.
IIpexxne Bcero, 3TO YCTHBIM ONPOC MO XOAY JIEKIUHU, BBINOJHIEMBIA JUIA
ONIEpaTUBHOM AaKTHUBU3AllMM BHHUMAHMUS CTYACHTOB U OLEHKM UX YpPOBHA
BOCIPUATHS, a TAKXKE HA MPAKTUYECKUX 3aHATUAX.

HtoroBast aTTectauus MpoBOAUTCS B (opMe 3auera. 3ayeT MPOBOJAUTCS B
yctHOM (opme. CTyAeHT NOJDKEH MOoKa3aTh 3HAHUS MO MPEAMETY OTBedas Ha
BOIPOCHI TPEINoAaBaresss U Ha JOMOJIHUTEIbHbIE BOMPOCHI, €CIH TaKOBBIE OYIyT
3a1aHbl.

7. ®oH/1 OLIEHOYHBIX CPEACTB /ISl MPOBeAeHHs] TEKYIero KOHTPOJIA
ycreBaeMoCTH, POMEKYTOUHOM aTTeCTAIMM M0 UTOTaM OCBOEHUSI
AUCIUTLTHHBI
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7.1. Ilepeuenv KomnemeHyuil ¢ yKazanuem 3manog ux hopmuposanus @
npouecce 0céoeHusn 00pa30eameabHol NPOPaAMMbl

Kon u HanmeHoBaHue
kommeTeHus n3 PI'OC
BO

[Tnanupyemsbie pe3yabTaThl 00yYCHHS

[Ipouenypa ocBoeHus

OK -3 - BnageHnem
OCHOBHBIMH METO/IAMH,
croco0amu U cpeacTBaMU
HOJTyYICHHS, XPAHCHUS,
nepepadoTKu
uH(pOpPMaLUH, HaBBIKAMH
paboThI ¢ KOMITBIOTEPOM
KaK CPeJICTBOM
YIIpaBJICHUS
uHpOpManuei

3HaTh:

OCHOBHbIE 3aKOHOMEPHOCTH CO3JIaHUs U
(yHKIIMOHMPOBaHUS HHPOPMAIIMOHHBIX IPOLIECCOB B
MpaBOBOM cepe.

Ymern:

- IPUMEHATH COBPEMEHHbBIC HHPOPMALIOHHBIE
TEXHOJIOTHH IS TIOMCKa B 00pabOTKH TIPaBOBOI
uHpopManH, 0POPMICHUS IOPUITISCKIX
JOKYMEHTOB U IIPOBE/ICHUS CTATHCTHYECKOTO aHAIIN3a
HHPOPMALIIH.

Baaners:

HaBbIKaMu cOopa 1 00paboTku HHPOPMAIHH,
HMeIoLIeH 3HaYeHUe IS pean3aliiy IIPaBoOBbIX
HOPM B COOTBETCTBYIOIIUX Cepax
podeCCHOHANBHOMN eI TENILHOCTH.

KOHTPOJIBHBIH OIpoc,
IIPOBE/ICHNUE
KOHTPOJILHOH paboThI

OK-4 - cnoco6HOCTBIO
paborats ¢ uH(opmanuen
B ITTI00AJIBHBIX
KOMITBIOTEPHBIX CETAX

3HaTh:
CYIIHOCTb U COJIEp)KaHHE OCHOBHBIX METOIOB PaOOTHI
¢ uHMOpMAaIHCH.
Ymern:

PabotaTh ¢ 0OJIBLIMM IOTOKOM HH()OPMAIIKH B
IJI00aJTBbHBIX KOMITBIOTEPHBIX CETIX
Baaners:

HaBbIKaMu paboThl ¢ HH(pOpMalKeil B ri1o0aIbHbIX
KOMITBIOTEPHBIX CETAX.

KOHTPOJIBHBIH OIIpocC,
IIPOBEJICHHUE
KOHTPOJIBbHOI paboThI

[1K-15 - CrtocoOHOCTE
TOJIKOBATh
HOPMAaTUBHBIE
HpaBOBBIC AKThI

3HaTh:
HOHSTHUE, BUIBI M CTIOCOOBI TOJIKOBAHHS
HPaBOBBIX HOPM
Ymersn:
aHATM3UPOBATH CO/ICP’KAaHUE TIPABOBBIX HOPM,
UCIIOJIb30BaTh PA3JINYHbIC IPUEMBI TOJIKOBAHUS
JUTSL YSICHEHUSI TOYHOTO CMBICIIA HOPMBI TIPU
kBayrukaur (akToB U 0OCTOATEILCTB

KOHTPOJIBHBIH OIIPOC,
MIPOBE/ICHNUE
KOHTPOJIBHOI paboThI

Baapers:
HaBBIKaMH pabOTHI TIO TOJKOBAHHIO TIPABOBBIX
HOPM.
[TK-15 -crioco6rOCTS 3HaTh: KOHTPOJIBLHBIA OIPOC,
JlaBaThb Conepncam/le HOPMAaTHUBHBIX IIPABOBLIX AKTOB. IIPOBEACHUEC
KBAJIH(pHIMPOBAHHbIE Ymern: KOHTPOJIbHOM PaboThI
FOPUIHYCCKIE OCYIIECTBIIATE IIPABOBYIO 3KCIEPTH3Y HOPMaTHUBHBIX

3aKJIIOUEHUS U
KOHCYJIbTalluu B
KOHKPETHBIX BUJIAX
FOpUJIAYECKON
NeITEIbHOCTH

HpaBOBI:.IX aAKTOB
- HpI/IHI/IMaTB pemeHI/m nu COBepI_HaTB }opmmqecxne
JIEHCTBHS B TOYHOM COOTBETCTBUM C 3aKOHOM.
Baanern:
HABBIKAMU TPUHATHS HEOOXOIUMBIX MEp 3aIlUTHI IIPaB
YeJI0BEKa U Tpak/laHuHa.




Tunosble KOHTPOJIBHBIC 3aJTaHUA

Ilepeyensb BONPOCOB HA 3a4eT

1. Tlousartue "IlpaBoBbie 0cHOBBI HH(pOpMaMOHHON Ge3onmacHocTH". [Ipobiema
nH(POPMaIMOHHOHN 06€30MacHOCTH O0IIECTBA.

2. Cocrapmsironie  wHGOpMAMOHHON  Oe3omacHocTH.  J[OCTYymHOCTS,
II€JI0CTHOCTh, KOH(PUICHITUATHHOCTD.

3. Cucrema ¢dopmupoBanus pexuma HHPOPMAIMOHHON OE30MacHOCTH.
YpoBHU dhopMupoBaHus pexkrMa HHGHOPMAIIMOHHON 6€30MacHOCTH

4. HopwmatuBHo-IIpaBoBbie OCHOBHI MH(pOpPMAIMOHHON Oe3omacHOCTH B PO.
[IpaBoBbIE OCHOBBI HHGOPMAIIMOHHON 0€30MacHOCTH 00I1IECTBA.

5. OCHOBHbBIE MMOJOKEHUS BAXHEHIINX 3aKOHOAATENbHBIX akTOB PD B obnactu
UH(GOPMaIMOHHON 0€30M1aCHOCTH U 3alIUThl HHPOPMAIIH.

6. OTBETCTBEHHOCTH 3a HapyIieHus B chepe nHOOPMAITMOHHONW OE30TTaCHOCTH.

Cranpaptel  MHPOpMalMOHHON  Oe3zonmacHocTH: "OOmmMe kputepun'.

TpeboBanus 0e30MmacHOCTU K HH(POPMAITUOHHBIM cucTeMam.

@OyHKIMOHAJIbHBIE TPeOOBaHUs, TPEOOBAHUSI IOBEPUSL.

8. Cranmaptel MH()OPMAIMOHHOW OE30MACHOCTH PACHPEICICHHBIX CHCTEM.
CepBuchl 6€30MACHOCTH B BBIYUCIUTEIBHBIX CETAX.

9. MexaHU3MBI 0€30MTaCHOCTH. AIMUHUCTPHUPOBAHHUE CPEJICTB OE30MaCHOCTH.

10.Crannaptsl uHpOpMaAIMOHHOM Ge30macHOCTH B PO.

11.®enepanpHas ciayx0a MO TEXHHYECKOMY U JKCIIOPTHOMY KOHTPOJIIO U €€
posb B obecniedeHnr HHPOpMaITMOHHOM 6e30macHocTH B PO.

12.JIOKyMEHTBI 10 OIICHKE 3alMIIEHHOCTH aBTOMATHU3MPOBAHHBIX CHCTEM B
P®.

13. AIMUHUCTPATUBHBIHI YPOBEHb oOecrieyeHust uHOOPMAITMOHHON
oe3onacHocTu. Pa3paboTka MoJUTUKY HHPOPMALIMOHHON 0€30MaCHOCTH.

14 Knaccudukanus yrpo3 "uHpopmauuoHHoil Oe3zomacHoctu". Kananbl
HECaHKIIMOHUPOBAHHOTO JOCTYMAa K HH(OpMAIIHH.

15.Bupycsl kak yrpo3a uH(QOpMAIIMOHHON O€30MacCHOCTH. XapaKTEPHbIC YEPThI
KOMIIBIOTEPHBIX BHPYCOB.

16.Knaccudukanus KOMIBIOTEPHBIX BHUPYCOB 1O cpeAe OOuTaHus, IO
OCOOCHHOCTSIM alTOPUTMa pabOTHI, MO JECTPYKTUBHBIM BO3MOKHOCTSIM.
XapaktepucTuka "BUPyCcONOA00HBIX" TPOrpaMM.

17. AnTUBHpYCHBIE TIPOTpaMMBbI, OCOOCHHOCTH UX paboTel. Knaccudukarms
AHTUBUPYCHBIX MPOTPaMM, (DaKTOPHI, OMIPEACITIAIONINE UX KaueCTBO.

18.0cobennoctn  oOecriedyeHusi  WHGOPMAIMOHHON  0€30MacCHOCTH B
KOMITBIOTEPHBIX ceTsX. Crenmuduka CpeacTB 3alluThl B KOMITBIOTEPHBIX
CeTsIX.

19.Tpancnopthsiii ipotokon TCP u moaens TCP/IP. OcnoBwl IP-npoTokona.
Cucrema TOMEHHEBIX UMEH.

20.Knaccudukanusi ynajaeHHbIX YIrpo3 B BBIYUCIMTENBHBIX CETSIX, HX
XapaKTEePUCTHKA.

21.Mexanusmbl ooecrieueHus "MHPOpMaIMOHHON 0€30ITaCHOCTH.

~
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22.Onpenenenne nouatuii "uaeHTudukanus" u "ayrearudukanus’. Mexanusm
UACHTU(DUKAIINY M ayTeHTU(OHUKAIIUN T10JIb30BaTCIICH.

23.0npeneeHue U CoOJIep)KaHUE PETUCTPAllMU U ayJauTa WH()OPMAIIMOHHBIX
cucteM. MexcereBoe skpanupoBanue. Kiaccudukaius u XxapakTepucTuKa
MEKCETEBBIX SKPaHOB.

7.3. Mertoanuyeckue MaTepHaJibl, ONpedeJsIOlMe MNPoUeaypy OLECHUBAHUA
3HAHMI, YMEHUil, HABBIKOB M (MJIM) ONBITA IeATEJIbHOCTH, XaPAKTEPHU3YHOILIHUX
Tanbl GOPpMUPOBAHMSA KOMIIETEHIIUI.

®opmMa MPOMEKYTOYHOTO KOHTPOJIA - 3a4eT

Meroauueckue MaTepualbl, ONPECISAIOIME MPOLENYpPY OLEHUBAHMS
3HAHUM, YMEHHM, HABBIKOB OTPAKEHBI B [1070KEHMM O MOIYJIBHO-PEUTHUHIOBOM
cucteme (MPC), oOyuenus cTyaeHToB J[arecTaHcKoro rocyJapcTBEHHOTO.

OOt pe3ynbTaT BBIBOJUTCS KaK MHTETpalibHasl OLIEHKA, CKJIaJbIBAIoIIast
u3 Tekyiero KouTposst — 30 % u npomexkyTogHoro KoHTposst — 70 %.

Texymmii KOHTPOJIb MO JUCUUIUIMHE BKIIFOYAET:

- ITOCEILIEHUE 3aHATHI — 5 OaisioB

- yyacTue Ha MPaKTUYECKUX 3aHATUAX - 15 Gamos

- BBIIIOJIHEHUE KOHTPOJIBHBIX paboT — 5 OamioB

Hanucanue u 3amuTra noknana — S5 0amioB

IIpoMeKyTOUHBIN KOHTPOJIb IO AUCUUILIMHE BKIIOUYAECT:

- MUCbMEHHAas KOHTpOoJbHas padota - 70 Oamios

8. IlepeyeHb OCHOBHO M IONOJHUTEIbHON Y4eOHOM JIUTEPATYPHI,
HEe00X0MMOi VIS OCBOCHUS AU CHUIIIUHBI

8.1.0cHoBHas nuTEepaTypa

1. Owmnmos, b.W. HWudopmanmonnas OezomacHocTb.  OCHOBBI
HAJIS)KHOCTU CcpencTB cBsizu : yueOnuk / b.W. ®unmunmos, O.I'. lllepctHeBa. —
Mocksa ; bepnun : Jlupekr-Menua, 2019. — 241 c. : un., Tabn. — Pexxum gocryna:
no moxmucke. — URL.: http://biblioclub.ru/index.php?page=book&id=499170 -
bubnuorp.: ¢. 221-226. — ISBN 978-5-4475-9823-5. — DOI 10.23681/499170. —
TeKCT : DJIEKTPOHHBIN.

2. JlononHUTENbHAS TUTEpPATYpa

1. HNmeitnos, B.J. HWudopmanmonnas 0Oe30MacHOCT, M 3alluTa
uH(pOpMaIUU: TEOpHUs U MPaKTUKA : yueOHoe mocooue : [16+] / B.A. UmeiinoB. —
MockBa ; bepnun : Jupexr-Menua, 2020. — 271 c. : cxeM., Tabn. — Pexum
JOCTyIa: 1o MOJIIHCKE. —
URL.: http://biblioclub.ru/index.php?page=book&id=571485 — bubaworp. B KH. —

26


http://biblioclub.ru/index.php?page=book&id=499170
http://biblioclub.ru/index.php?page=book&id=571485

ISBN 978-5-4499-0496-6. — DOI 10.23681/571485. — TekcT : 2JIEKTPOHHBIH.

2. [unoB, A.K. Vmnpaprnenue uHOpMAIMOHHOW O€30MACHOCTHIO
yueOHoe nocodue / A.K. [lIunoB ; MuHUCTEPCTBO HAYKH U BBICIIETO 00pa30BaHuUs
P®, IOxHbIN deaepanbHblil yHUBEPCUTET, THCTUTYT KOMIIBIOTEPHBIX TEXHOJIOTUMN
u uHpopmanmonHoit Oe3omacHocTu. — PoctoB-Ha-[lony ; Taranpor : FOxHbIi
dbenepanpubiii yauBepcuteT, 2018. — 121 c. : uin. — PesxkuM mocTyna: 1mo moJInmucke.
— URL.: http://biblioclub.ru/index.php?page=book&id=500065 (mnata ob6pamiecHus:
04.08.2020). — bubmmorp.: c. 81-82. — ISBN 978-5-9275-2742-7. — TexkcT :
AIEKTPOHHBIN.

3. Mopryno, A.B. HWudopmanmonnass 0e30macHOCTb : y4eOHO-
MeToaudyeckoe mocobue : [16+] / A.B.MoprynoB ; HoBocubupckuii
rocyJapCTBEHHBI TexHU4ecKui yHuBepcurer. — HoBocubupck : HoBocubupckuii
roCyJ1IapCTBEHHBIN TeXHUUeCKUi yHuBepcutet, 2019. — 83 c. : wi., Tabn. — Pexxum
JOCTyIa: o MTOJITUCKE. —
URL: http://biblioclub.ru/index.php?page=book&id=576726 (nara  oOpareHus:
04.08.2020). — bubaumorp.: c. 64. — ISBN 978-5-7782-3918-0. — Tekcr :
AJIEKTPOHHBIM.

4, NmetinoB, B.f. Wudopmammonnas 06e30macHOCTh U 3allluTa
uH(pOpMAaIUU: TEOPHUS U NPAKTUKA : yueOHoe mocobue : [16+] / B.S. NmelinoB. —
Mocksa ; bepmun : Jupekr-Menua, 2020. — 271 c. : cxem., Tabn. — Pexum

A0CTYyIIa: 1o IIOAIINCKE. —
URL.: http://biblioclub.ru/index.php?page=book&id=571485 (nata  oOparicHus:
04.08.2020). — bubmmorp. B kH. — ISBN 978-5-4499-0496-6. — DOI

10.23681/571485. — TekcCT : 2JIEKTPOHHBIN.

9. IlepeyeHnb pecypcoB HHGPOPMAIUOHHO-TEJIEKOMMYHUKALIMOHHOM CEeTH
«/HTepHeT», HeOOXOAUMBIX IJISI 0CBOCHH S JUCHHUILIUHBI.

1) eLIBRARY.RU [DnexTpoHHbIi pecypc]: amekTpoHHass Oubauoreka / Haywu.
DJIEKTPOH. 06-ka. —  Mocksa, 1999 - . Pexum  goctyna:
http://elibrary.ru/defaultx.asp (mata o6pamenus: 20.03.2021). — 3. pyc., anri.
2) Moodle [DnekTpoHHBII pecypc]: cucTeMa BHPTyaldbHOro oOydeHHeM: [0Oasa
nannbix| / Jar. roc. yH-T. — Maxaukana, r. — [Joctyn u3 ceru JAI'Y wnm, nocne
PETHCTpAllUA U3 CETH YH-Ta, M3 JII0OOOH TOYKH, UMECIOIICH JOCTYI B MHTEPHET. —
URL: http://moodle.dgu.ru/ (nata oo6pamenus: 20.03.2021).
3) Omnekrponnbii katasior Hb JII'Y [DnekTpoHHBI pecypc]: 0a3a JaHHBIX
COJICP)KUT CBEICHUS O BCeX BUJax JuT, noctynarommx B ¢oung Hb
HAI'Y/larectanckuii roc. yH-T. — Maxaukana, 2010 — Pexum pgoctymna:
http://elib.dgu.ru, ceoboansbIit (naTa oopamienus: 20.03.2021).
CoBpemenHsbie podheccuoHaIbHbIC 0a3bl JAHHBIX:

1. Basa mammeix Web of Science (CYBJIMLIEH3MOHHBIN JJOI'OBOP
NeWo0S/242 ot «02» ampesnst 2018 r.)

2. basa  gmammpix SCOPUS  (CYBJIMLIEH3MOHHBIM  JIOTOBOP
NeSCOPUS/242 r. «09» stuBaps 2018 r.)
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http://biblioclub.ru/index.php?page=book&id=500065
http://biblioclub.ru/index.php?page=book&id=576726
http://biblioclub.ru/index.php?page=book&id=571485
http://elib.dgu.ru/

3. Basa mamubix APS Online Journals (CYBJIULEH3MOHHBIM JOIOBOP
Ne APS/ 73 ot «09» auBaps 2018 r.)

4. baza  mammeix  Proquest  Dissertations and  Theses  Global
(CYBJIMIIEH3UOHHBIN JIOTOBOP Ne ProQuest/73 «09» saBaps 2018 T.)

5. Basa pmammbeix SAGE Premier (CYBJIMIEH3MOHHBIM JOI'OBOP
NeSAGE/73 1. «09» stuBaps 2018 1.)

6. basza mammeix The American Association for the Advancement of Science
(CYBJIMLIEH3MOHHBIN JOI'OBOP Ne SCI/73 r. «09» sirBapst 2018 r.)

10 .MeToauyeckue yKkazaHus AJisi 00y4alOUIUXCcs M0 0CBOEHH IO
ANCHHUILTHHBI.

OCHOBHBIMM ~ BHJAMH ayJUTOPHOM pabOThl OCBOSHUS JUCIMUILUIMHBI
CTYJCHTOB SIBJISIFOTCS JIEKIIMOHHBIE Y IPAKTUYECKUE 3aHATHS.

B xome mekuumii mnpenoaaBaTtenb M3JIAracT M Pa3bIACHAET OCHOBHBIC,
HauOoJsiee CIIOKHBIC MOHSATUSI TEMbI, a TAKXKE CBSI3aHHBIE C HEW TEOPETUYECKHUE U
MpaKkTUYEeCKUe MpoOJieMbl, JaeT PEKOMEHAAIMUM M YKa3aHUsl MJid OpraHu3alluu
CaMOCTOSITETILHOM pa0OThI, YTO OMPEEIISICT BAXKHOCTh MIPUCYTCTBUS CTYJIEHTOB Ha
JICKITMOHHBIX 3aHATHIX.

CamocTosiTennbHas padoTa MO3BOJISIET HApaBHE C JICKIIMOHHBIM MAaTEPUATIOM,
M3y4nuTh Haubojee Ba)KHbIE TEMbl Yy4eOHOW IUCHMIUIMHBL. OHa CIYXKUT s
3aKpEIUICHUS W3YYEHHOI0 MaTepualia, pa3BUTHsS YMEHUW M HaBBIKOB MOATOTOBKHU
pedeparoB, BeACHUS IHUCKYCCHH, AapTyYMCHTAIlMd W 3alllUThl BBIJIBUTACMBIX
MOJIOKEHUM, a TaKXKe JIJIsi KOHTPOJIS MperojiaBaTesieM CTENEHN MOATOTOBICHHOCTH
CTYJCHTOB MO U3y4aeMOUl AUCHIUILINHE.

CooOmieHus, TpeAInoiaraloIe aHaau3 MMyOJIuKaluid 10  OTIASIbHBIM
BOIIPOCaM, 3aCJIyIITUBAIOTCS OOBIYHO B KOHIIC 3aHATHSA. [loomipsercs: BIIBHKEHUE
U OOCYXJEHHE aIbTEPHATUBHBIX MHEHUU. B  3aKIl0YUTENTHHOM  CIIOBE
npenoaaBaTelib MOJABOJUT UTOTH OOCYKJICHHS U OOBSIBIISET OLICHKU BHICTYIABITUM
CTYyJICHTaM.

[Ipu opraHuzanMu  CcamMOCTOSATEIBHOM  paboTe, CTYAEHTbl HUMEIOT
BO3MOXXHOCTh  BOCIIOJIb30BaThCSl  KOHCYJIbTallUsIMU  TpenojaBatens. Kpome
YKa3aHHBIX TE€M CTYACHTHI BIpaBe, IO COTJACOBAHMIO C IIperojaBaTelieM,
U30UpaTh U IPYTHE UHTEPECYIOITUE UX TEMBI.

JIist  opraHu3aiii  CaMOCTOSITENIPHOW pabOThI  HYKHO HMCIOJIb30BaTh
CIIPABOYHYIO M YU€OHYIO JIUTEPATypPy, IEPBOMCTOYHUKH, IEPUOTUICCKIE U3TaHUS
U T.J.

KadectBo y4ueOHOM pabOTHI CTYyIEHTOB MPENOAaBaTEIh OIICHUBACT B KOHIIC
U3Y4YCHUS y4eOHOUW MUCIUIUTNHBI, BBICTABIISAS YK3aMEHAIIMOHHBIC OICHKH.

11. TIlepedyenb MHGOPMANMOHHBIX TEXHOJIOTH, HCIIOJIb3yEeMbIX IIPH
OCYLLIECTBJICHHH 00pa30BaTEIbHOIO MPoLecca 1o AUCHUILIHHE, BKJIYast
nepevYeHb NPOrpaMMHOro odecnedyeHusi  HH(POPMALMOHHBIX CIIPABOYHBIX
CHCTEM.
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[IporpamMmmHoe obecrieueHue:

Microsoft Windows (mporpamma anss 9BM Microsoft Imagine Premium,
UCTIONB3YEeTCsl JUIsl  CO3JaHMsI TEKCTOBBIX (ailioB  (pedepaToB, KypCOBBIX,
BBIITYCKHBIX KBaIM(UKAIMOHHBIX pabor), Power Point - g co3nmaHus
NpEe3CHTAINN, BU3YaJIbHOTO COMPOBOXKICHHS JIOKJIQJ0B IO TEeMaM 3aHSATHUH,
Microsoft Internet Explorer - s mOmOJHUTENIBHOIO IIOMCKA HH(pOpPMAIUH,
MOJITOTOBKA K MPAKTHYECKUM 3aHSATHUSM, B IEIsAX MOWcKka HHpopMamwu s
camocrositensHoi  paboTel, ABBYY FineReader - gna pacno3naBanus wu
npeoOpa3oBaHus TEKCTA.

HNupopmaninoHHO-CIIpaBOYHas cCUCTEMA:

1. KoHCynpTaHT miroc

12.0nucanue MaTepuaIbHO-TeXHUYECKOH 0a3bl, HeOOXOAMMOW Jjs
OCyIleCTBJIEHHsI 00Pa30BaTEJILHOI0 MpoLecca Mo AUCIUIVIMHE (MOILYJII0)

Jlns mpoBeAeHUS 3aHSATUM MO0 AUCHUINIMHE HEoOXoauma ydeOHas ayauTOpHs

JUISL TIPOBEICHUS 3aHITUH, OCHAIIICHHAs Y4eOHOH MeOeblo, YUSeHHUYECKON TOCKOM,
MIPOCKTOPOM C IKPAaHOM U HOYTOYKOM.
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